
This training has five sections, and it takes about 90 minutes to complete them all. You can spend
exactly as much time as you need. Each of us learns in our own way and at our own pace, so you
can pause, go back and move freely between sections as you like.

Once you have completed all the sections, you can give feedback and apply for a certificate.

1. Welcome to the data economy

2. A peek into the world of data economy rules

3. Data from smart devices offers new opportunities for device users and service providers

4. Turning data into business through trusted data distributors and fair rules

5. Conclusion

Give feedback

Order certificate

Fair rules for data sharing



The data economy is opening doors to a new era where data

collection, analysis and sharing will determine a company's

success. This training gives you access to the latest EU

regulations that creates openings for innovation and equitable

data sharing. 
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1. Welcome to the data economy



Come and find out about the new business opportunities these

regulations create for your business! 

Data – a success factor for the economy
Did you know that agriculture  is  alre ady a data e conomy? In fact,  farming has  be e n a kind of data

e conomy for mille nnia. We’ve  always had to ke e p an e ye  on the  we athe r – whe n to e xpe ct rain or

the  risk of frost. Or whe the r the  soil ne e ds more  fe rtilise r or whe n to harve st. Pe ople  have  always

ne e de d information. Today, as  in othe r industrie s ,  the  information that agriculture  ne e ds is

incre asingly store d as  data in information syste ms and can be  proce sse d automatically. This make s

it e asie r for us  to de ve lop ne w solutions and make  be tte r use  of our time .

Ye ar afte r ye ar, industrious farme rs  have  ke pt track of the ir activitie s  and harve sts . Ye ar afte r ye ar,

the y strive  to improve  the ir crops and avoid losse s . But the y ofte n only have  accurate  information

about the ir own fie lds . The  fie lds  of the ir ne ighbours, the ir compe titors ,  are  all around the m. If

farme rs  could acce ss  data about the se  fie lds  too, and could combine  it inte llige ntly with othe r

available  data, the y could make  be tte r de cis ions whe n planning the ir crops. But you don't share

se cre ts  with your compe titor, e ve n if it could be  mutually be ne ficial,  do you?

This is the  stumbling  block that is holding  back the  prog ress of the  data economy lies. Sharing

data, e ve n be twe e n compe titors ,  would be ne fit e ve ryone , but who has the  courage  to do it? The

ne w EU data le gis lation provide s  solutions for ove rcoming the  de adlock. It cre ate s  rule s  and

me chanisms for the  sharing of data and the  building of trust be twe e n diffe re nt actors ,  while

re spe cting compe tition law. It also e nsure s  an accumulation of be ne fits  for small busine sse s  and

clarifie s  many gre y are as .

What i s  the d ata economy?



Pione e ring busine sse s  now have  the  opportunity to ge t a he ad start by re aping the  be ne fits  of

sharing. Change s are  e xpe cte d for all companie s  in autumn 2025 at the  late st,  whe n the  ne w

re gulation will re quire  more  data sharing. Large  smart de vice  manufacture rs  are  force d to share  the

data produce d by the  use  of the  de vice s  the y manufacture  with custome rs and othe r companie s  of

the ir choice . This is  whe n the  sharing of busine sse s ' data will re ally take  off. A huge  marke t for value -

adde d se rvice s  and inte rme diation se rvice s  will e me rge  around it. This me ans that in the  future ,

farme rs , for e xample , will be  able  to use  data more  e xte nsive ly and e fficie ntly whe n making

de cis ions re late d to the ir crops, for e xample  by having the  right to acce ss  the  data ge ne rate d by

the ir own tractors  and will be  able  to use  analytics  companie s  spe cialis ing in agriculture  to inte rpre t

this  data.

Reflection task

The re  are  many things that can be  automate d by using data. This can make  busine ss  ope rations

more  e fficie nt, such as  invoicing, payroll,  appointme nts , SMS and e mail re minde rs  for custome rs,

or e ve n inve ntory manage me nt.

What kind of daily routine  tasks  in your busine ss  could be  more  e fficie nt or e liminate d altoge the r if

the y we re  automate d?

The  data e conomy is  a se ctor of the  e conomy in which the  colle ction, sharing and use  of data is  ce ntral. Data
is  a unique  commodity in that it doe s  not we ar out as  it is  use d. In fact,  it be come s more  valuable  whe n it is
share d and combine d with othe r data. Making it e asie r to share  data be twe e n organisations, se ctors  or e ve n
countrie s ,  and the re by producing be tte r se rvice s ,  is  one  of the  EU's  goals . That is  also the  focus of this
training.

A fair data e conomy use s  data to cre ate  se rvice s  and products  that improve  pe ople 's  e ve ryday live s  e thically.
Busine sse s  of all s ize s  thrive  through innovation. Ne w solutions improve  the  we ll-be ing of socie ty and the
e nvironme nt. Fairne ss  me ans that the  rights  of individuals  are  prote cte d, and the  ne e ds of all partie s  are
take n into account. At its  be st,  the  data e conomy be ne fits  e ve ryone  e qually: pe ople , companie s  and socie ty.



Int erview: What  is t he dat a economy, Krist o Leht onen?

In the  vide o, Kristo Le htone n, Dire ctor of Fair Data Economy at Sitra, e xplains  what data e conomy

is . He  also e xplains  how data ge ne rate d by some thing as  mundane  as  a groce ry store  vis it can be

utilise d to improve  busine ss  e fficie ncy.

03:06

Test your knowledge

According to Kristo Lehtonen, what are the consequences of sharing data?

The data becomes diluted



SUBMIT

Content of this training
The  aim of this  data e conomy training course  is  to he lp you unde rstand what obligations, rights  and

opportunitie s  the  ne w EU rule s  me an for you as  an e ntre pre ne ur or company re pre se ntative . The

ne w EU rule s  are  de signe d to be ne fit Europe an small and me dium-size d e nte rprise s  in particular

and to give  individuals  more  control ove r the ir data.

The value of data increases

Data confidentiality gets compromised

Da t a - drive n c o mpa nie s a re  mo re  pro duc t ive

The data economy is important because companies are

increasingly competing on data-driven business models.

Businesses that use data are estimated to be more productive

than others, and the value added generated by data is as high

as €6,000–€11,000 per employee. They should therefore

embrace the opportunities offered by the data economy to

remain competitive now and in the future.



Example

Je ff Citize n has  a smart home  with smart lighting and smart the rmostats  that colle ct data on the  home 's  e ne rgy

consumption. Be fore  the  data re gulation, Je ff was unable  to use  data from the  smart de vice s  in the  way he

wante d, be cause  the  de vice  manufacture r could re strict its  use . With the  ne w Data Act,  he  now has the  right to

his  own data and can use  it by combining it with othe r data source s , for e xample  to optimise  e ne rgy

consumption.

This training focuse s  on the  ne w EU Data Act and Data Gove rnance  Act. The  Data Act will make

diffe re nt type s  of data more  acce ssible  and usable  for diffe re nt purpose s . The Data Act reg ulates



who can use  what data and for what purposes. This is  re volutionary, be cause  until now, for

e xample , the  manufacture r of a smart de vice  (an IoT de vice  that transmits  me asure me nt data to

the  ne twork) has  owne d the  data ge ne rate d by the  use  of the  de vice . The  use r of the  de vice  has

be e n unable  to use  the  data in the  way the y want. The  Data Act give s  use rs  rights  ove r the ir own

data.

The Data Governance  Act reg ulates ways to increase  trust in data sharing  between different

parties. A ne w fe ature  is  the  introduction of data inte rme diarie s ,  whose  ope rations will be

supe rvise d. Partie s  sharing data will the n be  confide nt that data sharing through inte rme diarie s  is

safe  and re liable .

The new rules for the  data economy will open up sig nificant new opportunities for people  and

businesses in the  EU. It is worth g etting  to g rips with them today.

The  pre vious part of our training se rie s ,  the  Basics  of EU Data Economy Re gulation– Fair Rule s  for

Online  Platforms, focuse d on the  EU's  Digital Se rvice s  Act and Digital Marke ts  Act. Both starte d to

be  use d during spring 2024. You can do this  training e ve n if you are  not familiar with the  first part.

Points to remember

The  data e conomy is  a se ctor of the  e conomy whe re  the  colle ction, sharing

and use  of data are  ce ntral. A fair data e conomy balance s  the  inte re sts  of

individuals ,  busine sse s  and socie ty.

1

A fair data e conomy re quire s  trust be twe e n individuals ,  busine sse s  and

public authoritie s . The  EU aims to incre ase  this  trust by e stablishing

common rule s  and standards for data sharing across  the  EU. Ne w

le gis lation, such as  the  Data Act and the  Data Gove rnance  Act,  will promote

data mobility and ope n up ne w opportunitie s  for data sharing.

2

https://www.eoppiva.fi/en/courses/basics-of-eu-data-economy-regulation-fair-rules-for-online-platforms/


C o n t i n u e



So, there are a lot of regulations in Europe that affect the

collection and use of data. The new EU rules are designed to

benefit European SMEs in particular. They also aim to give

individuals more control over the data collected about them. 

In this section, we go through the key concepts and explain how

the regulations will affect businesses of different sizes.

Lesson 2 of 7

2. A peek into the world of data economy rules



The Data Act and the Data Governance Act in a
nutshell

He re , we  focus spe cifically on the  Data Act and the  Data Gove rnance  Act.

Data Act Data Governance Act

Data Act, DA Data Governance Act, DGA

Effective from: 11.1.2024 Effective date: 23.6.2022

Applicable: 11.9.2025 Became applicable: 24.9.2023

Key changes:

Users will be able to access and use

the data collected by their IoT

products.

Businesses will have greater rights to

change service providers and

protection against unfair contract

terms when sharing data.

In exceptional circumstances, public
sector actors can request access to
company data.

Key changes:

Clear rules for the sharing of public

sector data with businesses and the

transfer of business data across EU

borders.

The aim of the regulation is to

increase trust in the sharing of data

between organisations by data

intermediaries and data-altruistic

organisations.



Identify your role
You can do this  training as  an individual,  as  an e ntre pre ne ur or as  a re pre se ntative  of a busine ss .

The  course  use s  imaginary e xample s  and e nte rprise s  to illustrate  the  s ignificance  of the  ne w rule s

in practice  and in e ve ryday life .

Fict ional charact ers



Jean Manager

A small busine ss  manage r. The  company manufacture s  various type s  of e quipme nt for industrial use .

Mary Farmer

An agricultural e ntre pre ne ur who use s  nume rous smart de vice s  in his  e ve ryday life .



Jeff Citizen

A se rvice  use r. An ordinary pe rson who wants  to know about the  impact of the  data e conomy on e ve ryday life .

Fict ional companies and people in business st ories



SmartTraffic

A me dium-size d e nte rprise  that manufacture s  and se lls  an acce ssory calle d CarSe nsor for monitoring the

location and use  of a ve hicle . The  busine ss  also offe rs  se nsor-re late d logistics  optimisation se rvice s .

Custome rs include  transport companie s  that ope rate , for e xample , taxis ,  trucks and e me rge ncy ve hicle s .

CEO: Sarah

Engine e r: Pe te r



NiceClouds

A startup that provide s  cloud se rvice s .

CEO: Pe arl

De ve lope r: Mike



DataRights

A startup that he lps  individuals  manage  the  data colle cte d about the m.

Founde r: Re nata 



Freelance lawyer

Fre e lance  lawye r spe cializing in te chnology: Atte  Torne y

Common rules of the game will get data moving
A fair data e conomy re quire s  trust be twe e n individuals ,  busine sse s  and public administrations,

while  e nsuring that all partie s  de rive  value  from the  use  of data. Without trust and value  sharing, the

colle ction, proce ssing and use  of data will not be  fair or wide spre ad. Ove r the  past twe nty ye ars ,  the

role  of digital se rvice s ,  such as  se arch e ngine s , social me dia platforms and smartphone  app store s ,



has grown significantly in e ach of our live s . The ir re gulation, howe ve r, has  not ke pt pace  with this

rapid de ve lopme nt.

Many of the se  platforms have  be come  an inte gral part of the  functioning of socie ty and pe ople’s

daily live s . At the  same  time , the y are  ofte n backe d by profit-making, inte rnational corporations for

which the  be ne fits  or de trime nts  to use rs  and socie ty are  se condary to busine ss .

Individuals  are  unlike ly to want to share  the ir data voluntarily unle ss  the y can trust that the ir data will

be  proce sse d in accordance  with Europe an value s  and fundame ntal rights ,  such as  data se curity and

use r privacy. Similarly,  a company is  unlike ly to share  its  own data with othe r companie s  or

ope rators  if it suspe cts  that its  confide ntial information will be  compromise d or that the  data will

give  othe rs  a compe titive  advantage  at the  e xpe nse  of the  company itse lf.

The  EU wants  to incre ase  trust in the  data e conomy by e stablishing common rule s  for data sharing

within the  EU. This is  in line  with the  EU's  long-standing e fforts  to stre ngthe n the  compe titive ne ss

of Europe an busine sse s  in the  data-drive n global e conomy. Europe  has  also sought to catch up with

the  US and China in te rms of control of the  digital world and to diffe re ntiate  itse lf with its  fair rule s .

O bje c t ive s o f  t he  Euro pe a n Co mmissio n's 2 0 2 0  Da t a

St ra t e gy

Making Europe a global leader in a data-driven society

Data must flow freely across the EU and between sectors

High-quality data must be available for invention and

innovation

European rules and values must be respected



T he EU has  d evelop ed  many new rules  on communi cati ons  and
i nformati on technology, comp eti ti on and  the p latform economy.

The  list be low doe s not ne e d to be  me morise d, but it give s  an ove rvie w of the  re gulation as  a whole .

Dig ital Markets Act (DMA): Ensuring fair compe tition be twe e n busine sse s  in digital marke ts

Dig ital Services Act (DSA): Ne w obligations to improve  transpare ncy and se curity of digital se rvice s

Artificial Intellig ence  Act (AIA): Safe  and e thical use  of AI

Data Act (DA): More  e fficie nt use  of data from smart de vice s  and cloud se rvice s

Data Governance  Act (DGA): Wide r use  of prote cte d public se ctor data and ne w mode ls  of
collaboration

Directive  on security of network and information systems (NIS2): Be tte r cybe rse curity

Sing le  Dig ital Gateway Reg ulation: Improving inte rope rability be twe e n diffe re nt public se ctor
ne tworks and information syste ms

Open Data Directive : Re -use  of valuable  public se ctor data

Free  Flow of Non-Personal Data Reg ulation: Fre e  flow and transfe r of data to profe ssional use rs

Cyber Resilience  Act (CRA): Improving cybe rse curity for IoT products

Dig ital Sing le  Market (DSM): Harmonise s  copyright practice s  across  EU countrie s

Audiovisual Media Services Directive  (AVMSD): Re gulate s  adve rtis ing and conte nt practice s  in
me dia se rvice s

Other regulati ons  related  to the d ata economy.

The  data e conomy is  also gove rne d by a wide  range  of we ll-known rule s . The se  re gulations should be  take n
into account whe n planning data-drive n busine ss .

Ge ne ral Data Prote ction Re gulation (GDPR): Prote ction of pe rsonal data, digital trust

e Privacy Dire ctive

Product Liability Dire ctive



Int erview: Why is API economy an opport unit y f or
companies, Ville Pelt ola?

In the  vide o, Ville  Pe ltola,  Data and Artificial Inte llige nce  Manage r at Te chnology Industrie s  of

Finland, talks  about the  importance  of application programming inte rface s  (APIs) in data sharing.

In practice , inte rface s  e nable  data sharing be twe e n organisations. The  vide o e xplains  why

busine sse s  should inve st in good inte rface  de sign.

Dire ctive  on the  prote ction of pe rsonal data proce sse d for law e nforce me nt purpose s  (also known as
the  Law Enforce me nt Dire ctive )

Re gulation on promoting fairne ss  and transpare ncy for busine ss  use rs  of online  inte rme diation
se rvice s

Information Socie ty Dire ctive : Harmonisation of copyright law

Database  Dire ctive : Prote ction of database s

Digital Conte nt and Se rvice s  Dire ctive

Sale  of Goods Dire ctive

Trade  Se cre ts  Dire ctive

PSD2, Payme nt Se rvice s  Dire ctive  in the  Inte rnal Marke t: Se ctor-spe cific rule s  for payme nt se rvice
data use  and proce ssing

Compute r Programs Dire ctive : Le gal prote ction of compute r programs unde r copyright law

e IDAS: Re gulation on e le ctronic ide ntification: Providing digital ide ntification to pe ople  and busine sse s

Dire ctive  on the  proce ssing of pe rsonal data and the  prote ction of privacy in e le ctronic
communications: Privacy in e le ctronic communications (to be  re place d by re gulation)

Platform-to-Busine ss  Re gulation, P2B: Dire ctive  on promoting fairne ss  and transpare ncy for busine ss
use rs  of online  inte rme diation se rvice s



SUBMIT

07:07

Test your knowledge

What concrete steps does Peltola urge every business to take? (Select two answers)

Make a data inventory

Start a dialogue with the developer community

Conduct a survey of information systems



Explore the concepts of different types of
data
Diffe re nt actors  produce  data. The  conte nt of the  data varie s  from numbe rs  to image s, sound,

location data and, for e xample , se nsor data. Le arn more  about the  te rminology of data type s  in the

image  be low. Click on the  plus  s ign to bring up the  conce pts .

  



D ata trans p arency

Ope n data: Data that has  be e n publishe d ope nly. Ope nne ss  me ans  that othe rs  have  the  right to copy,  modify,

re fine  and furthe r proce ss  it.

Se cure  data: Data that the  data controlle r cannot share  ope nly be cause  of privacy,  trade  se cre ts  or othe r

re asons .





Ori gi n of d ata

Public se ctor data: Data colle cte d by the  public se ctor. In many countrie s ,  public se ctor data is  also share d as

ope n data. This  data can be ,  for e xample ,  s tatis tics ,  financial data,  bus ine ss  data or we athe r data.

Public se ctor ope n data is  data that has  be e n publishe d ope nly for anyone  to use .

Public se ctor prote cte d data,  on the  othe r hand, is  data that,  for one  re ason or anothe r,  cannot be  publishe d

ope nly,  but to which companie s  and othe r actors  may be  able  to acce ss  unde r ce rtain conditions . (We  will look at

this  data and its  use  in the  fourth part of the  course .)

Busine ss data: Data ge ne rate d,  colle cte d,  or purchase d and controlle d by companie s . The  data may include

trade  se cre ts  and pe rsonal data of custome rs ,  but also data that could be ne fit the  company or its  partne rs  if

share d with othe r actors .





D ata content

Pe rsonal data: Almost all data colle cte d from socie ty contains  pe rsonal data. Pe rsonal data is  any information

re lating to an ide ntifie d or ide ntifiable  individual. The  proce ss ing and sharing of such data must comply with the

Ge ne ral Europe an Data Prote ction Re gulation (GDPR).

Data that doe s not contain pe rsonal data: Some  datase ts  do not contain pe rsonal data. For e xample ,  the y may

have  be e n anonymise d,  in which case  the  data has  be e n alte re d so that no individual can be  ide ntifie d from it.

The  sharing of such data is  not re s tricte d by data prote ction re gulations ,  as  it doe s  not contain pe rsonal data.

IoT data: (Inte rne t of Things  data) re fe rs  to data colle cte d through IoT products  such as  se nsors ,  smart

de vice s ,  and othe r ne tworke d de vice s . IoT products  are  wide ly use d in both industry and house holds . IoT

products  colle ct data as  use rs  use  the m. The  data colle cte d by de vice s  may contain pe rsonal data and also

confide ntial information. The  Data Act oblige s  de vice  manufacture rs  to grant acce ss  to IoT.

Product data for custome rs. (We 'll look at this  in more  de tail in the  third part of the  course .)

Reflection task

What kind of data doe s your organisation hold? Do you have  a data inve ntory that could he lp you

unde rstand the  data you have ? Who in your organisation knows the  most about the  subje ct?





What rules apply to a small business?
The  Data Act and the  Data Gove rnance  Act improve  the  rights  of busine sse s  and impose  fe w ne w

obligations. The y provide  cle ar rule s  for s ituations whe re  busine sse s  may have  be e n unce rtain in

the  past.

The  most s ignificant ne w obligation come s is  for the  manufacture rs  of IoT products  to share  data

colle cte d by conne cte d IoT products . The  use r of the  de vice  can also choose  to grant acce ss  to

the ir data to a third party. The  obligation doe s not apply to micro and small e nte rprise s ,  but only

applie s  to me dium-size d and large  IoT product manufacture rs  with at le ast 50 e mploye e s  or a

turnove r or balance  she e t of more  than €10 million.

If a small busine ss  can acce ss  the  data of use rs  of de vice s  from large  IoT product manufacture rs ,  it

also ope ns up ne w marke ts  for a small busine ss  among the  custome rs of large  manufacture rs . For

e xample , companie s  can cre ate  innovative  analytics  se rvice s  or use  data to se rvice  de vice s .

Se e  de finitions of busine sse s  of diffe re nt s ize s . Click on the  plus  s ign in the  image  for more

information. 

  



Mi croenterp ri s e

Numbe r of e mploye e s: 9 or le ss

Annual turnove r: €2 million





Small b us i nes s

Numbe r of e mploye e s: 10–49

Annual turnove r: €10 million





Med i um-s i z ed  enterp ri s e

Numbe r of e mploye e s: 50–249

Annual turnove r/balance  she e t maximum: Ne t sale s  €50 million or balance  she e t €43 million

Key vocabulary
The re  are  some  ke y conce pts  in data re gulation that are  worth knowing.

Data holder

The organisation that manages the
database. In the case of IoT
products, the data holder is often
the manufacturer of the product,
but it can also be a retailer, after-
sales service provider or similar.

User Service subscriber or user,
sometimes customer. The user, often
the owner or renter of an IoT





product. Can be an individual or an
organisation.

Data recipient

The data holder grants the data
recipient access to specific data
either by providing a copy of the
data or through an interface.

Data subject

A database of personal data
contains information about
individuals. Data protection
legislation refers to these
individuals as 'data subjects' because
their data is stored in a personal
data register.

Supplier trap

Describes a situation where, for one
reason or another, a customer
cannot change their service contract
with one service provider.

Trade secret holder

A business or individual who owns
information deemed commercially
valuable, such as product
development or manufacturing
process data.



Company story

New data reserves boost business services and operations
SmartTraffic is a medium-sized company that provides logistics services to professional transport operators.

As part of the company's service, the customer's trucks, ambulances and taxis are fitted with SmartTraffic

AutoSensors, which collect usage data from the vehicle. The data is exported to the SmartTraffic cloud,

allowing the customer company to monitor and optimise the use of its equipment.

Peter, engineer at SmartTraffic, is thinking about a new feature for the cloud service. The idea was to compile

an accurate database of the fuel consumption of different car models and the maintenance intervals of

different parts. Such a database could be a valuable trade secret that SmartTraffic wants to protect.



They get some of the data from AutoSensors, but they also need a lot more usage data from different car

models. Peter and lawyer Atte Torney meet.

"He y Atte ! You'll probably have  time  to re ad my e mail about planne d ne w fe ature s . How can we  se cure  this
ne w database  that we  are  going to build?" Asks Pe te r.

"If you have  built a database , it is  alre ady prote cte d in accordance  with the  EU Database  Dire ctive . This me ans
that you have  an e xclusive  right to the  database , which me ans that othe rs  cannot make  it publicly available
without your pe rmission. In practice , any database  that is  more  than a s imple  lis t is  prote cte d as  a database  in
the  EU. And a database  can also be  prote cte d on the  basis  of trade  se cre ts ."

"Good. I'm wonde ring, could we  some how ge t data from state  and municipal ve hicle s? Doe sn't the
gove rnme nt publish ope n data?"

"According to the  Ope n Data Dire ctive , EU countrie s  should share  as  much data ope nly as  possible . This
me ans data from ministrie s ,  age ncie s ,  municipalitie s  and publicly funde d organisations."

"So, we  could ge t data colle cte d from municipal ve hicle s  on this  basis?"

"Not ne ce ssarily. For e xample , the  location history of municipal ambulance s  may show, for e xample , the
addre sse s  of individual he alth vis its . The n we  are  alre ady de aling with pe ople 's  pe rsonal data, and of course  it
can’t be  share d as  ope n data. Le t's  not forge t the  data prote ction re gulation, the  GDPR, which must always be
take n into account," Atte  points  out.

He  continue s: "But this  ne w data manage me nt act can make  a diffe re nce . It se ts  the  ground rule s  for allowing
public se ctor actors  to give  companie s  acce ss  to data that cannot be  ope nly publishe d in a controlle d way. In
this  case , it’s  important to note  that pe rsonal data cannot be  share d outright. In practice , such data would first
be  anonymise d in an appropriate  way."

"Aha, that sounds good!" Pe te r e nthuse s .

"The  Data Gove rnance  Act also stipulate s  that a public se ctor ope rator cannot grant acce ss  to prote cte d data
to anyone  on an e xclusive  basis ,  but that e ve ryone  must have  acce ss  to data unde r the  same  conditions. In
othe r words, your compe titors  would have  acce ss  to the  same  data if the y wante d."

"Hm, that doe sn't sound so good now. But the  data we  ne e d will s till be  available ?"

"Not ne ce ssarily. The  Data Gove rnance  Act only te lls  you the  rule s  by which prote cte d data is  share d. It doe s
not dictate  the  data to be  share d. The se  matte rs  are  de cide d by public se ctor actors  the mse lve s . This is ,  of
course , be cause  of the  Ope n Data Dire ctive , and also be cause  of the  high-value  datase ts  de fine d in the  EU,
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the  ope ning of which will be come  mandatory in 2025. It is  worth che cking both ope n and prote cte d data
catalogue s to se e  what data is  available . If the re  is  no suitable  mate rial,  you can contact the  appropriate  age ncy
dire ctly. The y may s imply not have  thought that the re  was a de mand for ce rtain data in companie s ," Atte
conclude s.

"Okay, thanks. This will ge t me  furthe r. And I have  a fe w othe r ide as . I'll te ll you about the m late r," says  Pe te r.

SUBMIT

Points to remember

Test your knowledge

True or false? Data-related regulations do not apply to SMEs.

With the  Data Act and the  Data Gove rnance  Act,  the  EU aims to

stre ngthe n the  position of SMEs in particular and improve  the  ability of

individuals  to control the  data colle cte d about the m.

1

True

False



C o n t i n u e

The  Data Act’s  obligations on data sharing for IoT products  only apply to

me dium-size d and large  companie s . Smalle r one s will have  the  opportunity

to cre ate  ne w se rvice s  around the  data from large r companie s ' IoT

products .

2

The  provisions and principle s  of the  Data Gove rnance  Act apply to all

companie s . It is  de signe d not to be  burde nsome  for SMEs. The  Data

Gove rnance  Act offe rs  SMEs ne w opportunitie s  for sharing and using data.

At the  same  time , it provide s  cle ar rule s  for managing and sharing data.

3

The  Data Act will come  into force  in Se pte mbe r 2025. The  Data Gove rnance

Act took e ffe ct in Se pte mbe r 2023.
4

The  data e conomy is  also gove rne d by many othe r re gulations, such as  the

GDPR and the  Ope n Data Dire ctive . The se  provisions aim, among othe r

things, to prote ct pe rsonal data, promote  data mobility and guarante e

consume r rights  in the  digital e nvironme nt.

5



Smart home lights, voice-controlled entertainment devices,

advanced tractors and factory assembly equipment are all IoT

devices. They collect and return data to the manufacturer for

processing. The Data Act creates a service market around data

for IoT products. The device manufacturer must guarantee the

customer access to the data collected by the customer during

the use of the purchased device. Customers can more easily

Lesson 3 of 7

3. Data from smart devices offers new
opportunities for device users and service
providers



switch service providers and choose additional services from

other companies in addition to the manufacturer's services.

In this section, we focus on the data generated by IoT products

and related services. The Data Act introduces new rules for its

use. We'll take a look at the other innovations introduced by the

Data Act in the next section.

Unde r the  ne w Data Act,  data holde rs  of IoT products  (ofte n de vice  manufacture rs) must e nsure

that custome rs have  acce ss  to the  data colle cte d by the  de vice  and pre pare d for se nding to the

de vice  manufacture r. If ne ce ssary, the  de vice  manufacture r must transfe r this  data to a third party

se le cte d by the  custome r.

Howe ve r, the  obligation doe s not apply to micro and small e nte rprise s  manufacturing IoT

products ,  as  it could be  too burde nsome  for the m. If a small company manufacture s  an IoT product

as  a subcontractor for a large r company, the  large  company is  oblige d to share  the  data colle cte d by

the  de vice . In othe r words, e ve n a subcontractor must manufacture  its  e quipme nt in such a way that

the  data it colle cts  can be  acce sse d and share d with othe r partie s  if ne ce ssary.

IoT  pro duc t s inc lude , f o r e xa mple :

All advanced vehicles that collect and transmit sensor

data about their environment and activities to the

manufacturer.

Sensors that measure soil properties on farms, tractors,

weather radars.



Smart thermostats used in the home, such as smart TVs,

robot vacuum cleaners, and voice-controlled assistants.

These devices monitor their surroundings and send

metrics to the manufacturer's cloud service.

Equipment on a production line in factories that transmits

data about its operation, wear or use.

IoT products include IoT devices and related services.



Example

Mary Farmer: “I've been able to improve the efficiency of our farming by optimising the amount of nutrients in our

fields more accurately than before. Today, we regularly analyse the data collected from our soil sensors by companies

specialising in agricultural data. Before, our data was only left with device manufacturers, and I couldn't use it as

extensively. Now I can decide for myself who to order the analyses from and what data I share with them."

Reflection task

Will the  change  in IoT products  affe ct the  way your busine ss  ope rate s? Will you have  ne w

obligations, or will you have  acce ss  to IoT data yourse lf in the  future ?

Int erview: How can a company use IoT  dat a in it s
business, Karin Nars?

Karin Nars , CEO of Dinolift, a manufacture r of e le vating work platforms, e xplains  the  adde d value  of

data for the  company. She  also give s  he r tips  to othe r de vice  manufacture rs  on how to utilise  data.



SUBMIT

03:13

Test your knowledge

The Data Act opens up the data collected by device manufacturers to competitors.

How does Nars advise device manufacturers to prepare?

Protect data with intellectual property rights.

Pilot and develop new services together with customers.



This is how the customer can access the data
of their IoT product

T he us er recei ves  the d ata collected  b y the d evi ce for thei r own us e.

The  use r of an IoT de vice , whe the r the  owne r or le sse e  of the  de vice , a private  pe rson or a company, is
e ntitle d to re ce ive  the  data ge ne rate d by the  use  of the  de vice  and transmitte d fre e  of charge . The
manufacture r may provide  acce ss  to the  data dire ctly from the  de vice  or through a se parate  online  se rvice . In
orde r to gain acce ss  to the  data, use rs  must ide ntify the mse lve s  appropriate ly in the  online  se rvice .

The  change  applie s  only to me dium-size d and large  manufacture rs  of IoT de vice s  and provide rs  of se rvice s
conne cte d to the m.

Whe re  the  data ge ne rate d by the  use  of an IoT product contains pe rsonal data, the  data may only be
disclose d to the  individual or to the  holde r of that pe rsonal data.

Example
Jeff Citizen: "For a long time now, car servicing has not been possible just by opening the bonnet. The service technician
must connect the diagnostic device to the vehicle's data bus, because a lot of fault data is collected, and adjustments are
made using software. In the past, I could only use an expensive branded service that has had access to the data bus
provided by the car manufacturer. But now access to data has been opened to everyone, so I can choose the most
suitable one from a wide range of garages."





Company story

What to do when a customer requests access to data in their

IoT product?

Peter, engineer at SmartTraffic, wonders what to do about a customer's request for access to all the data

collected from their cars. He talks to his team and the company's CEO. They turn to Atte Torney, who knows

about the new EU data rules.



"So, you've  re ce ive d a re que st from some one  who wants  to use  the  data colle cte d by your product. Your
AutoSe nsor is  a conne cte d product,  isn't it?" Atte  be gins.

"Conne cte d in what way?"

"I me an the  Inte rne t of Things – IoT. This include s smart de vice s  that are  conne cte d to the  inte rne t in some
way and can transmit data the y produce  whe n in use . The  ne w le gis lation applie s  to such IoT products  and the
associate d se rvice s  that e nable  the m to ope rate ."

"Sounds like  our AutoSe nsor."

"As you are  alre ady a me dium-size d company, you are  subje ct to the se  obligations unde r the  Data Act. In
practice , in ce rtain s ituations, such as  whe n re que ste d by a custome r, you must give  the m acce ss  to a
significant amount of the  data ge ne rate d by your de vice . This applie s  to data and me tadata ge ne rate d by the
de vice , approximate ly in principle . We  can che ck the  de tails  late r."

"So, the  Data Act only applie s  to me dium-size d busine sse s?"

"The  rule s  on custome r acce ss  to IoT product data apply to me dium-size d and large  busine sse s . Many othe r
rule s  apply to all companie s , re gardle ss  of s ize ."

"Hang on, can data be  re que ste d by private  custome rs or busine ss  custome rs?"

"Both. Of course , if you have  pe rsonal data in your data, you ke e p GDPR in mind all the  time , don't you?"

"Ye s, le t's  ke e p it in mind. In this  case , the  individual has  re que ste d acce ss  to the ir data. But the y also wante d
us to share  that data with a data inte rme diation se rvice  calle d Nice Clouds. Can the y de mand that? Shouldn't the
data only be  give n only to the m, and that's  it?"

"The  use r of your AutoSe nsor can both re que st acce ss  to the  data ge ne rate d by the  de vice  and share  it with a
third party."

"You me an with anothe r company? Can the y re que st some thing like  that?"

"Ye s, the  use r can re que st both acce ss  to and sharing of data. And the y can also authorise  the  data
inte rme diation se rvice  to make  the  re que st on the ir be half."

Pe te r is  confuse d. He  has  ne ve r he ard of any data inte rme diation se rvice s  be fore .

Atte  continue s: "A company can re giste r as  a data inte rme diation se rvice  provide r that transmits  data
be twe e n diffe re nt se rvice s  on be half of individuals  or companie s ."
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"And what is  the  be ne fit of such a data inte rme diation se rvice ?"

"The  advantage  is  that the y can provide  a re liable  and safe  platform for sharing data," says  Atte .

Pe te r is  conce rne d about the  ne w rule s ,  be cause  SmartTraffic doe s not ye t have  re ady-made  solutions that
would allow the  data of individual use rs  to be  ne atly se parate d.

"The re 's  s till time . The  ne w rule s  are  not ye t binding."

Pe te r bre athe s  a s igh of re lie f. "Ye s , we 'd like  to give  acce ss  to the  data right away, but that's  just not possible
whe n we  have  a stack of te chnical and se curity me chanisms still to be  te ste d. But we  still have  time ?"

"Ye s. The  le gis lators  also unde rstood that adapting to the  Data Act would take  time  and e ffort. The  ne w
re quire me nts  will not apply until Se pte mbe r 2025, and the  obligation to provide  dire ct acce ss  from the  de vice
to the  custome r will not come  into force  until autumn 2026."

"Gre at,  so we  have  time  to do this  prope rly. Thanks, Atte !"

Test your knowledge

Which statements are true?

Small companies don't have to give their customers access to
the data of the IoT product they manufacture.

Both business and individual customers can request access to
data collected by an IoT product.

Data intermediation services are companies that buy data, form
data packages, and sell them to the highest bidder.



SUBMIT

IoT  p rod ucts  mus t b e manufactured  i n s uch a way that the
cus tomer can acces s  the d ata.

IoT products  must be  de signe d and manufacture d so that the  custome r has  as  wide  acce ss  as  the
manufacture r to the  data the y colle ct,  produce  and se nd. The  manufacture r must provide  unsolicite d acce ss  to
the  data, s imply and se cure ly. If the  custome r doe s not re ce ive  the  data dire ctly from the  de vice , the  data
holde r (ofte n the  manufacture r) must provide  an e le ctronic solution. The  custome r must have  acce ss  to the
data with the  same  quality and scope  as  the  manufacture r. Acce ss  must be  imme diate  and fre e  of charge . If
the  de vice  transmits  data continuously and in re al time , the  custome r must also be  give n such acce ss .

The  custome r must also be  able  to give  a third party of the ir choice  dire ct acce ss  to the  data to.

Example
Mary Farmer: "Now that we have the data from the soil sensors in the field and our own weather station, it is easier for
us to analyse the overall situation regarding the effects of weather and fertilisation on yields."



T he d ata collecti on and  p roces s i ng of an IoT  p rod uct mus t b e
clearly s tated .

All companie s  offe ring the  product (manufacture rs ,  re nte rs ,  de ale rs ,  installe rs  or se rvice  provide rs) must
provide  the  following information to the  custome r in a transpare nt and compre he nsible  manne r:

A de scription of the  data ge ne rate d by the  use  of the  de vice  and the  amount of data ge ne rate d

Whe the r or not data is  colle cte d continuously and in re al time

Instructions on how the  custome r can acce ss  the  data ge ne rate d by the  de vice

Whe the r the  manufacture r or se rvice  provide r inte nds to use  the  data itse lf or through a third party of
its  choice , and the  purpose s  for which the  data will be  use d?

Information about the  data holde r, company name  and ge ographical location

How the  custome r can e ffe ctive ly contact the  data controlle r

How to re que st data sharing with a third party of your choice

A re minde r that the  custome r has  the  right to complain to the  authoritie s  about any de te cte d bre ache s
of the  Data Act



In certain situations, a device manufacturer
may refuse to share data from IoT products

D ata s hari ng can b e res tri cted  to p revent s eri ous  harm.

If the  sharing of data compromise s  the  le gal safe ty of the  product,  which may cause  se rious harm to human
he alth or safe ty, the  sharing of data may be  re stricte d or pre ve nte d by mutual agre e me nt be twe e n the  data
holde r and the  use rs . Information about the  re striction will be  re porte d to the  national authority, which is  also
contacte d in case  of dispute s .

T rad e s ecrets  d o not need  to b e d i s clos ed , although d ata
contai ni ng them s hould  b e s hared .

Although the  Data Act re quire s  data to be  share d, this  doe s  not me an that trade  se cre ts  ne e d to be
compromise d. The  Data Act strike s  a balance  be twe e n the  prote ction of trade  se cre ts  and acce ss  to data.
Data containing trade  se cre ts  is  share d with the  custome r only afte r confide ntiality has  first be e n e nsure d.
This is  done  through an agre e me nt be twe e n the  manufacture r and the  custome r. The  agre e me nt spe cifie s
data prote ction, data use  controls ,  pe rmitte d data use  patte rns and data e ncryption practice s .

Whe n data is  share d with a third party unde r the  custome r's  authorisation, data containing trade  se cre ts  may
only be  share d if s trictly ne ce ssary. Eve n the n, it is  agre e d that confide ntiality will be  pre se rve d.

In the  abse nce  of an agre e me nt, the  manufacture r is  not re quire d to grant acce ss  to the  data and acce ss
alre ady grante d may be  suspe nde d. The  manufacture r may also re fuse  to share  data if acce ss  to a particular
trade  se cre t is  highly like ly to cause  se rious and irre ve rsible  e conomic damage .

Example
Je an Manage r: "I was a little worried about how the obligation to share data might jeopardise the business.
Fortunately, we have sufficient ways to ensure that trade secrets are protected even when sharing data. Contracts can be
used to specify permitted uses, appropriate audits and reports to us on the use of data, and sufficient damages if the
other party breaches its obligations."





Company story

Are trade secrets safe?

Peter Engineer at SmartTraffic has found that the usage data collected by the company’s devices and the

value-added services made from them are worth keeping secret. He is concerned about the new data-sharing

obligations and the protection of trade secrets. He decides to talk to Atte Torney, once again.
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Atte  first che cks whe the r the re  are  any trade  se cre ts  in the  data. Pe te r had alre ady clarifie d that the  data was
not prote cte d by a pate nt. It was not wide ly known in the  industry, it was a comme rcially valuable  se cre t,  and
the  company had trie d to ke e p it se cre t.

"So, you have  che cke d that data is  a trade  se cre t,  in accordance  with the  Trade  Se cre ts  Dire ctive ?"

"The  Trade  Se cre ts  Dire ctive , right! And now we 're  wonde ring if we  can re fuse  to share  data whe n custome rs
de mand acce ss  to it unde r the  Data Act."

"Le t's  se e . The  Data Act should ke e p trade  se cre ts  safe . But the re 's  no ge ne ral e xce ption that allows you to
re fuse  to share  data, e ve n if trade  se cre ts  are  involve d."

"Sounds crazy."

"But ne ithe r doe s it me an that trade  se cre ts  have  to be  disclose d. Trade  se cre ts  will re main se cre t."

Pe te r looke d a little  more  re lie ve d.

Atte  continue s: "Data containing trade  se cre ts  can only be  share d if the  holde r of the  data, me aning your
company, and the  use r, me aning your custome rs, guarante e  the  confide ntiality of the  trade  se cre t at an
ade quate  le ve l. Se curity me asure s  must be  in place  be fore  data is  share d. The y are  particularly important whe n
data is  share d with third partie s ."

"How would this  actually work?"

"As the  owne r of a trade  se cre t,  you first ne e d to ide ntify what data ne e ds to be  prote cte d as  a trade  se cre t.
Re me mbe r to conside r not only the  data, but also the  me tadata associate d with it,  the  information de scribing
the  data. You should also agre e  with the  custome r what te chnical and organisational safe guards are  ne ce ssary
to ke e p the  trade  se cre t confide ntial,  e ve n if the  data is  share d."

"Okay. In othe r words, we  ne e d to ide ntify what data is  confide ntial and sugge st how confide ntiality should be
safe guarde d," Pe te r re pe ats  aloud.

"Exactly. Such me asure s  can include , for e xample , the  use  of re stricte d inte rface s  de signe d to allow the
controlle d sharing of only ce rtain data. Acce ss  to this  data can e ve n be  grante d to spe cific use rs . Othe r
me asure s  include  agre e ing on rule s  for the  use  of the  data. The  Europe an Commission will provide  te mplate s
for confide ntial data sharing te rms and conditions that you can use ."

"What if we  can’t re ach an agre e me nt with the  use r?"

"In that case , you can re frain from sharing data containing trade  se cre ts . Or you can block acce ss  to the  data if
acce ss  has  alre ady be e n grante d. You would have  to give  writte n re asons to the  use r. The  national authority
must also be  informe d. The  use r can appe al to the  authority, which take s  the  final de cis ion on sharing the
data," Atte  e xplains .



"The re  is  some thing to conside r he re . Is  this  the  only re ason to re fuse  to share  data?"

"You can also re fuse  in ce rtain e xce ptional circumstance s . In such case s ,  you must be  able  to de monstrate  that
sharing the  trade  se cre t,  with all safe guards in place , would ve ry like ly cause  you se rious e conomic harm."

 "Me aning what?"

"That you would suffe r se rious and irre ve rsible  financial loss . The  thre shold for using this  argume nt is  quite
high. The  use r of your de vice  can complain to the  national authority, which will the n de cide  whe the r and unde r
what conditions you should share  data. Alte rnative ly, you and the  use r can re solve  your dispute  through a
national dispute  re solution body, which can provide  a quick, ine xpe nsive  and s imple  solution."

"That’s  quite  a lot to be ar in mind. Thanks for this ,  Atte ",  says  Pe te r and re turne d to the  trade  se cre ts  that
awaite d him.

SUBMIT

Test your knowledge

Is the following statement true or false? Trade secrets will not prevent data sharing

once appropriate safeguards have been agreed between the data holder and the data

user.

True

False



The customer has the right to share the data
generated by the IoT product with other
companies

As  a cus tomer, you can s hare the d ata collected  b y your IoT  p rod uct
wi th a thi rd  p arty.

As a custome r, you can share  the  data colle cte d by your IoT product with a third party.
The  custome r has  the  right to give  acce ss  to the  data colle cte d by the ir IoT product to a third party. The
manufacture r of the  de vice  must make  the  data available  for such use  in a form that is  as  pre cise  as  that which
it offe rs  to the  custome r.

Only me dium-size d and large  e nte rprise s  are  oblige d to do this ,  as  is  the  case  with the  afore me ntione d
obligation to share  with custome rs.

According to the  Data Act,  data cannot be  share d with gate ke e pe rs , me aning the  digital giants  such as  Me ta,
Microsoft or Alphabe t. This is  to e nsure  that gate ke e pe r companie s  do not download all the  data for
the mse lve s . The  EU maintains  an update d lis t of gate ke e pe rs . For more  information on gate ke e pe rs , se e  the
Basics  of EU data e conomy re gulation – Fair rule s  for online  platforms in this  course  se rie s . Howe ve r, the
custome r or a third party may choose  to use  the  se rvice s  of gate ke e pe rs  to proce ss  the  data.

Example
Mary Farme r: "I finally have access to the data from smart devices from different manufacturers on my farm. I can

https://digital-markets-act.ec.europa.eu/gatekeepers_en
https://www.eoppiva.fi/en/courses/basics-of-eu-data-economy-regulation-fair-rules-for-online-platforms/


buy analytics services from operators in my area who have local knowledge and an interest in serving a small farm like
mine."

T he thi rd  p arty can only us e the d ata for the p urp os e agreed  wi th
the cus tomer.

The  third party to whom the  custome r choose s  to give  acce ss  to the  data of the ir IoT product may only use  the
data re ce ive d in accordance  with the ir agre e me nt with the  custome r. The y may not re distribute  the  data or
othe rwise  make  use  of it.

Those  who have  re ce ive d data cannot use  it to de ve lop a compe ting product. Nor can a third party claim
e xclusive  rights  to the  data. Howe ve r, the  provision of a compe ting ancillary se rvice , such as  afte r-sale s
se rvice , is  pe rmitte d, as  is  the  purpose  of the  Data Act.

Example
Je ff Citize n: "I shared the exercise data collected by my smartwatch with my physiotherapist so that he could use it
during my treatment. It was an easy decision, because I knew that she could only use the data for the purpose we agreed
and that at the end of my treatment, she would delete all the data she received as agreed."



Shari ng cus tomer d ata wi th a thi rd  p arty of the cus tomer’s  choi ce
mus t b e agreed  fai rly.

If a company is  re quire d by law to share  its  data, the  Data Act prohibits  unfair contract te rms. For e xample , in
the  case  of IoT products ,  the  law re quire s  the  de vice  manufacture r to share  its  data with the  custome r or a
third party of the  custome r’s  choice . The  contract may spe cify the  fe e s ,  the  scope  of acce ss  and the  manne r
of use  in such a way that the  ne e ds of the  data holde r, me aning the  de vice  manufacture r, the  custome r and
the  third party, are  take n into account in a proportionate  manne r. The  manufacture r of an IoT product cannot
charge  the  use r of its  product for sharing data.

The  data holde r must comply with the  so-calle d FRAND principle s : Fair,  Re asonable  and Non-Discriminatory.

Example s  of unfair te rms are :

Gross  de viation from good comme rcial practice , such as  se tting an unre asonably high price  for data and
its  sharing.

Limitation of the  re sponsibilitie s  of the  stronge r party.

The  right of the  stronge r party to te rminate  the  contract unilate rally.

Re stricting the  use  of data against le gitimate  inte re sts ,  such as  contractual te rms prohibiting the  use  of
data in busine ss  ope rations.



Company story

Unfair agreements do not have to be accepted

Peter Engineer at SmartTraffic is developing a new service idea. More data is needed for the fuel

consumption and maintenance database of vehicles. The public sector did not immediately provide the

necessary help, so Peter is now considering the possibility of gaining access to private individuals' vehicle

usage data. Peter's idea is that individual drivers could become customers of SmartTraffic without installing



CarSensor. They could share their vehicle's IoT data for SmartTraffic's product development use through the

car manufacturer's cloud service, in exchange for a small monthly fee.

This requires an agreement with each car manufacturer on the boundary conditions and pricing for data

usage. SmartTraffic has started negotiations with the first major car manufacturer. Peter recalls hearing that

unfair unilateral terms are banned in the EU, so he decides to talk to Atte Torney about it.

"Atte , could you take  a look at this  draft agre e me nt that we  have  re ce ive d and comme nt on it? Do you se e  any
proble ms with it?  Are  the re  any of those  unilate rally dictate d te rms and conditions that you once  told us  about
ove r lunch?"

"It looks like  a big company has  dictate d the  contract to you. According to the  Data Act,  such an agre e me nt
cannot bind SmartTraffic, as  it is  not fair," says  Atte .

He  continue s: "Your company was unable  to change  anything in the  contract proposal and has  to acce pt the
te rms of the  contract in a take -it-or-le ave -it s ituation. The  Data Act de fine s this  as  an unfair agre e me nt."

"So, what type s  of contractual te rms are n't fair?" asks  Pe te r.

"Unde r the  Data Act,  a contract te rm is  unfair if it de viate s  s ignificantly from good comme rcial practice . The
Data Act give s  se ve ral e xample s  of unfair te rms. In this  contract,  the  car manufacture r has  limite d its  liability
for the  damage  it cause s  to almost nothing, and that in itse lf is  an unfair te rm."

"The  automake r has  also absolve d itse lf of its  re sponsibility if it bre ache s its  own obligations. Is  that unfair too?"
asks  Pe te r.

"Ye s. It has  unilate rally dictate d the  te rms and says  that the re  will be  fe w sanctions for it e ve n if it bre ache s the
agre e me nt. That's  not fair."

"We ll,  what about this  clause  that says  the y can te rminate  the  contract afte r just thre e  days without giving a
re ason, while  SmartTraffic's  ability to te rminate  the  contract doe s  not start until thre e  months late r?"

"That would also be  an unfair condition unde r the  Data Act. In this  case , the  othe r party can unilate rally
te rminate  the  contract with an unre asonably short notice ," says  Atte .

 "Are  the re  any othe r te rms he re  that could be  unfair?"

S M A R T T R A F F I C



"The re  are  many. According to the  contract,  the  car manufacture r would be  allowe d to use  SmartTraffic's  data,
including trade  se cre ts ,  quite  e xte nsive ly. Unde r the  Data Act,  it is  unfair for one  contracting party to
unilate rally dictate  te rms and conditions that give  it e xce ssive  acce ss  to the  othe r party's  data, e spe cially if it is
se nsitive  mate rial prote cte d by inte lle ctual prope rty rights  or trade  se cre ts  is  involve d."

"What about pricing? The  pricing of data usage  is  disclose d in the  contract,  but the y are  fre e  to change  the ir
pricing without justification," says  Pe te r.

"That's  also unfair. A clause  that allows the  party that dictate d the  te rms to s ignificantly change  the  price  of the
contract or othe r important matte rs  without sufficie nt re ason is  conside re d unfair,  and the  othe r party cannot
te rminate  the  contract in such a s ituation."

"Thanks for this . We ll,  I wonde r if we  can't make  our contract faire r s imply due  to the  Data Act."

"Ye s, but re me mbe r that unfair te rms do not make  the  whole  contract null and void. Othe r conditions would
still apply. But for the  sake  of clarity,  it might be  worth trying to re ne gotiate  the  contract rathe r than continuing
with this  one , some  of which applie s  and some  of which doe s not. You just ge t into argume nts  about it," says
Atte .

T he d evi ce manufacturer can only charge reas onab le fees  for
s hari ng d ata on the d evi ce.

The  de vice  manufacture r, who is  the  data holde r of an IoT product,  may re que st re asonable  compe nsation for
sharing data on the  de vice . Compe nsation cannot be  re que ste d from the  custome r, but only from a third
party with whom the  custome r inte nds to share  the  data. If the  third party is  an SME or a not-for-profit
re se arch organisation, the  compe nsation may not e xce e d the  actual costs  of data sharing.

Example
Je ff Citize n: "I wanted to get the data of my robot vacuum cleaner just so that I could study it out of interest.
Fortunately, the data is available free of charge, so this sort of hobby is possible."



T he d evi ce manufacturer's  d ata i s  als o p rotected  b y a thi rd  p arty.

Since  sharing data with a third party unde r the  Data Act also re quire s  the  third party to act in a mutually agre e d
manne r, the  de vice  manufacture r, me aning the  data holde r, may make  use  of various te chnical prote ctions,
smart contracts  and s imilar re strictions in addition to le gal agre e me nts , as  long as  the y do not inte rfe re  with
the  prope r use  of the  data.

If the  re cipie nt of the  data has  acte d fraudule ntly or in bre ach of the  Data Act,  the y must de stroy the  data on
re que st and ce ase  using any products ,  se rvice s  or data de rive d from it. Unde r the  Data Act,  the  following are
prohibite d:

Providing incorre ct information to the  de vice  manufacture r, i.e . the  data holde r

Using coe rcive  me asure s , such as  thre ate ning to bre ach an agre e me nt

Exploiting te chnical se curity vulne rabilitie s

Using the  data for purpose s  not agre e d with the  custome r

Sharing the  data with othe rs  without the  pe rmission of the  data holde r.



Company story

What can a third party do with customer data?

NiceClouds is a cloud computing SME that offers its customers analytics and visualisation tools in addition

to data storage. Many SmartTraffic customers have started transferring their data to the NiceClouds cloud.

NiceClouds is thinking about what opportunities and responsibilities this brings them. Pearl CEO has sought

advice from lawyers and talks with her developer.



Mike , de ve lope r at Nice Clouds, s tarts : "Quite  a fe w of our custome rs have  re ce ntly aske d if the y could transfe r
the ir SmartTraffic data to us  at Nice Clouds. This is  good for the  de mand for our cloud se rvice , but the re  is  also
pote ntial in the  data itse lf."

"Inte re sting! Te ll me  more ," says  Pe arl.

"Custome rs use  our visualisation tools  to look at the ir data. Now that we  have  a lot of traffic data, we  could
de ve lop visualisations for e xactly that kind of data and pe rhaps e ve n de ve lop ne w value -adde d se rvice s ."

"Sounds good. Do you have  a concre te  ide a?"

"We  are  accumulating quite  a lot of data from SmartTraffic. If we  know what the  data is ,  we  could e ve n orde r
similar de vice s  from an e quipme nt manufacture r that could be  sold to custome rs at a lowe r price  than
SmartTraffic's  product. This would give  us  a be tte r margin on our se rvice  be cause  we  wouldn’t have  to pay
SmartTraffic for the  data."

"We  re ally can't. We 're  not allowe d to use  the  data we  re ce ive  to de ve lop such compe ting de vice s . The  Data
Act is  ve ry cle ar about that. This prohibition cannot be  circumve nte d e ve n by agre e me nt."

"Right. It would have  be e n a bit too e asy if that hadn't be e n forbidde n."

Mike  thinks for a mome nt. "But could we , say, de ve lop a pre dictive  mainte nance  se rvice  that would work
be tte r than the  SmartTraffic se rvice ? Would that be  ok?"

"The  Data Re gulation prohibits  the  de ve lopme nt of compe ting de vice s ,  but the y spe cifically want compe ting
se rvice s  to e me rge . So, de ve loping the  se rvice  is  ok. But we  must re me mbe r that we  can’t use  the  data we
have  to de duce  the  we akne sse s  of SmartTraffic's  se rvice s  and e xploit the m, nor can we  use  subcontractors  to
de ve lop the  se rvice , which me ans that we  have  to de ve lop the  se rvice  ourse lve s ."

"So, the re 's  a re striction on the  use  of subcontractors?" asks  Mike .

"Ye s. We  have  this  data be cause  custome rs have  orde re d a se rvice  from us. Only IoT product custome rs have
fre e  acce ss  to the ir data. We  can only use  the  data in accordance  with the  contract with the  custome r and have
to de le te  the  data whe n it is  no longe r ne e de d. If we  de ve lop a ne w se rvice , we  can, of course , offe r it to
custome rs with ne w contracts  and ne w subcontractors ,  but until the n, the  data cannot be  passe d on from us."

"Aha. The re  are  all kinds of re strictions to take  into account he re , e spe cially if we  would like  to use  data to
de ve lop a ne w se rvice  or with othe r companie s ," Mike  conclude s.

N I C E C L O U D S



SUBMIT

Points to remember

Test your knowledge

Which of the following statements correctly describes NiceClouds' rights and

obligations in relation to customer data?

The  data sharing obligation of the  Data Act applie s  to IoT products  (IoT

de vice s  and re late d se rvice s) that colle ct and transmit data to the  de vice
1

NiceClouds can use customer data to develop competing
devices, as long as it does not share the data with third parties.

NiceClouds can develop a predictive maintenance service that
competes with SmartTraffic, but it may not use the data
directly to develop competing devices, in this case sensors.

NiceClouds can use customer data for any purpose as the data
is stored in their cloud service.



Cont inue

manufacture r.

Custome rs have  the  right to acce ss  and use  the  data colle cte d by the  IoT

product the y have  purchase d. The y may also grant third partie s  the  right to

e xploit the  data on be half of the  custome r.

2

Me dium-size d and large  e nte rprise s  are  oblige d to share  data on the ir IoT

products . Micro and small e nte rprise s  are  not re quire d to do so.
3

If a custome r has  give n a third party the  right to use  the  data from the ir IoT

product,  the  third party may only use  the  data for the  purpose  agre e d with

the  custome r. The  data cannot be  use d to de ve lop products  that compe te

with the  de vice  manufacture r.

4



Even if a company wants to share its data and gain access to

data from others, it can be difficult to do so in practice. It may

require skills that the company does not have. And for

companies to be willing to share data with each other, they need

to be able to trust their partners.

In this section, we look at the aspects of the Data Act and the

Data Governance Act that apply to all businesses. We explain

Lesson 4 of 7

4. Turning data into business through trusted
data distributors and fair rules



how companies can use public sector data in their operations,

the situations where the public sector can access business data,

and the new data sharing services.

Companie s  should share  data across  value  ne tworks. The  more  and more  dive rse  the  data in the

ne twork, the  be tte r the  chance s  of making ne w type s  of information available . It can be  use d, for

e xample , to de ve lop e xisting busine sse s  or cre ate  ne w one s.

Common rule s  for the  use  of data are  ne e de d to pre ve nt misuse . Be cause  a company’s  ne twork

may also include  compe titors ,  data is  ofte n not share d ve ry e nthusiastically. For this  re ason, the

EU's  Data Act and Data Gove rnance  Act introduce  a numbe r of re forms to stre ngthe n the  fair use

of data by busine sse s  and across  socie ty.

One  solution to this  are  the  ne w data intermediation services . The se  are  re giste re d and more

close ly supe rvise d companie s  that can act as  truste d partne rs  to support busine ss-to-busine ss  data

sharing. In this  se ction, we  will take  a close r look at the m.

One  of the  are as  that may e me rge  with the  ne w re gulations are  the  so-calle d data-altruistic

org anisations . Data altruism re fe rs  to the  sharing of data for purpose s  of public inte re st. The se

may include , for e xample , re se arch purpose s , such as  me dical re se arch. Data provide d voluntarily

can be  of gre at value  in advancing re se arch or de ve loping be tte r he alth and e nvironme ntal

products  and se rvice s .

Colle cting data for re se arch purpose s  can be  quick and e asy in the  digital age , but a lack of trust is

ofte n an obstacle  to data sharing. You can think how willing you would be  to share  your ge ne tic

information with an organization calle d, say, Charity NGO, about which we  only know its  flashy

we bsite . The  ne w re gulation will allow individuals  and companie s  to share  the ir data in the  public

inte re st. The  disclosure  of data for re se arch purpose s , for e xample , take s  place  fre e  of charge . It is

up to ne w data-altruistic organisations to make  this  data available . The se  are  not-for-profit ope rators



that are  strictly controlle d. Data altruism is  e xpe cte d to incre ase  as  individuals  and busine sse s  can

trust an EU-re giste re d and supe rvise d e ntity.

The  Data Act and the  Data Gove rnance  Act cre ate  cle ar rule s  for many s ituations that we re

pre viously a gre y are a. Such as :

Unde r what circumstance s  can public se ctor claim acce ss  to busine ss  data?

Whe n and by what principle s  can the  public se ctor share  or se ll confide ntial data to
busine sse s?

How should companie s  re spond to re que sts  for le gal assistance  from outside  the  EU whe n
some one  de mands the  de tails  of the ir Europe an clie nt?

 Resolving  all these  situations is now clearer than before.

Data intermediation services are hubs for data
sharing



T he d ata i ntermed i ati on s ervi ce i s  a trus ted  op erator.

The  Data Inte rme diation Se rvice s  Provide r (DISP) acts  as  a ne utral party be twe e n data holde rs  and actors
using share d data. The y play a ke y role  whe n data ne e ds to be  transfe rre d be twe e n multiple  partie s . The
partie s  may be  busine sse s ,  private  individuals ,  public authoritie s  or othe r organisations. Data is  transfe rre d in
accordance  with the  authorisations, pe rmissions and agre e me nts  of the  diffe re nt partie s .

Data inte rme diation se rvice s  will be  re giste re d in a common EU re giste r and the ir ope rations will be
monitore d.

Example
Je ff Citize n: "I wouldn't share my personal data with just anyone. But if the company is a registered intermediation
service, I’d be more confident that my data will not be misused or sold on."

Mary Farme r: "In order to optimise farming, it’s important to be able to see more data than just that from your own
field. This allows us to assess, for example, the need for fertiliser. In a way, I’m competing with my neighbours in
optimising food production, so I don't want to share all the tricks with them, such as fertiliser timing. A reliable farmer
data intermediation service ensures that no secrets are shared. At the same time, we all get information about the
surrounding fields in a mutually agreed way and can make better use of our own measurement results."

T he d ata i ntermed i ati on s ervi ce can s hare d ata b etween
comp ani es  i n the i nd us try.



A proxy se rvice  can re ce ive  data from companie s  and share  it with othe r companie s . It is  profitable  for an
inte rme diation se rvice  to focus its  ope rations on a spe cific industry, be cause  in orde r to be  able  to play its
role ,  the  inte rme diation se rvice  ne e ds to unde rstand industry-spe cific standards and practice s .

Wha t  is a  da t a  int e rme dia t io n se rvic e?

A data intermediation service is a commercial service provider

registered in the EU that supplies a service to a wide range of

data holders and data users. In order to be recognised as a

'data intermediation service provider identified in the Union', a

commercial operator must fulfil all the conditions of the Data

Governance Act, such as:

The intermediation service may not use the data it

transmits itself

The intermediation service must be a separate legal entity,

meaning an organisation

The data generated by the use of the intermediation

service may only be used for the development of the

service

The intermediation service shall ensure that its service,

pricing and terms are fair, transparent and non-

discriminatory.

The Data Governance Act describes three types of data

intermediation services: business-to-business intermediation

services, data intermediation services for individuals' personal

data, and data cooperatives.



Company story

Data transmission can offer new business models

Pearl CEO at NiceClouds is thinking of starting a new business model. She is interested in setting up a data

marketplace where companies can buy industrial data from other companies and put their own data

products up for sale. She has heard that the Data Governance Act will allow organisations that transmit

data, such as data marketplaces, to register as data intermediation services in the EU. She wonders what

benefits this could bring to business. The CEO asks technology driver Atte Torney for advice.



"Hi Atte , can you advise  on how Nice Clouds could be come  a data inte rme diation se rvice ?" Pirjo asks  Atte  on
the  phone .

"Sure ! First,  the  company must me e t the  re quire me nts  de fine d in the  Data Gove rnance  Act for the  data
inte rme diation se rvice . It shall also re giste r with the  re giste r of inte rme diation se rvice s ."

"What are  the  re quire me nts?"

 "First of all,  the  e ntire  busine ss  of the  inte rme diation se rvice  is  subje ct to re gulation. If you have  othe r
busine ss  activitie s ,  it would be  a good ide a to re giste r as  a se parate  le gal e ntity,  such as  a subsidiary, as  an
inte rme diation se rvice . The  inte rme diation se rvice , pricing and te rms of se rvice  shall be  fair,  transpare nt and
non-discriminatory. The  transmitte d data must be  handle d with appropriate  se curity and the  re cord of data
transmission activitie s  must be  update d in re al time . Have  you planne d to se t up a se parate  le gal s tructure  for
data inte rme diation?"

 "We  didn't plan for it. Establishing, re giste ring and fulfilling the  re quire me nts  of a ne w organisation sounds
like  quite  a lot of work. What's  the  use  of all this?"

"With re gistration, companie s  can trust the  se rvice  more . Howe ve r, data sharing is  voluntary for companie s ,
and many may be  conce rne d about the  misuse  of the  data. So, the  data is  not share d. Re giste re d
inte rme diation se rvice s  comply with the  data sharing rule s  and are  also more  strictly e nforce d."

Pe arl nods: "We  have  conside re d diffe re nt options for the  busine ss  mode l of the  data marke tplace . Doe s the
re gulation impose  any re strictions on how data transmitte d through us can be  proce sse d?"

 "The  Data Gove rnance  Act prohibits  inte rme diation se rvice s  from using the  data the y transmit for the ir own
purpose s  or from re se lling it. Howe ve r, inte rme diation se rvice s  can offe r diffe re nt se rvice s  to both data
holde rs  and data use rs . Te chnically spe aking, the se  se rvice s  may include  te mporary storage , curation,
transformation, anonymisation and pse udonymisation of data. The  inte rme diation se rvice  may charge  its
custome rs a se rvice  fe e  for the se  se rvice s ."

 "Thank you, this  he lpe d us  unde rstand our options be tte r",  Pe arl re plie s .

N I C E C L O U D S



SUBMIT

Test your knowledge

Which of the following statements correctly describes the requirements for data

intermediation services?

The data intermediation service must operate as a separate
organisation and register in a register maintained by the EU. It
can use the data it transmits for its own purposes.

The data intermediation service may not use the data it
transmits for its own purposes. It may charge its customers a
service fee, for example, for storing and converting data.

A data intermediation service may operate as part of a larger
organisation. It does not need to be registered in any EU
register.

A data intermediation service does not need to be transparent
about the services it provides. It can price them and set its
conditions of service as it wishes.



A d ata i ntermed i ati on s ervi ce can help  i nd i vi d uals  manage thei r
own d ata.

As a Pe rsonal Information Manage me nt Se rvice  (PIMS), the  inte rme diation se rvice  may re ce ive  data on
private  individuals  who are  its  custome rs. It transmits  information to various companie s  in accordance  with
custome r re gulations.

Example
Je ff Citize n: "I have collected all my health data from the public health service, my own activity trackers and other
health services in one intermediation service that I trust. Now that I have a physiotherapy session, I have been able to
give my physiotherapist access to this data for the duration of my treatment."



Company story

A data intermediation service can make it easier for

individuals to manage their own data

DataRights is a new company that aims to give individuals better control over their data. Their customers

can control which of their data is sent to the services they use. For example, an address change is made in

one place and information is sent to where it is needed. Similarly, profiling and advertising permissions for

all social media services takes place in one easy place. In other words, it helps users of digital services to



manage their own data. The company asks technology driver Atte Torney for help in registering as a data

intermediation service provider recognised in the EU.

Re nata Founde r at DataRights ,  asks : "Could Atte  e xplain what data prote ction re quire me nts  we  ne e d to
comply with? We  he lp consume rs manage  the ir own data and share  it with othe r se rvice  provide rs ."

"Be fore  colle cting data from individuals ,  the y must be  provide d with the  ne ce ssary information about the
purpose  and conditions of colle cting the  pe rsonal data."

"Ok. Of course , we  want to do this  so that use rs  unde rstand what information the y are  sharing and that the y
don't share  more  information than ne ce ssary," says  Re nata.

"Have  you conside re d that use rs  should also be  able  to withdraw the ir conse nt to sharing data about the m? It
has  to be  as  e asy as  granting it."

"Ye s, we  are  curre ntly planning how to make  it as  e asy as  possible . Anothe r que stion: Can we  also transfe r
data to a se rvice  outside  the  EU if our use rs  re que st it?"

"Pe rsonal data can be  transfe rre d if the  re quire me nts  of the  GDPR are  take n into account and use rs  are  aware
of the ir rights ."

"Good to he ar. If we  re giste r as  an EU-ide ntifie d data inte rme diation se rvice , will our activitie s  be  monitore d
diffe re ntly?"

"Ye s, the  authority will monitor and supe rvise  data inte rme diation se rvice  provide rs . If ne ce ssary, the
authoritie s  may re que st the  inte rme diation se rvice  to provide  a re port on its  ope rations and how the  se rvice
me e ts  the  re quire me nts  of the  Data Gove rnance  Act. If the  inve stigation re ve als  shortcomings, the
inte rme diation se rvice  must corre ct the m imme diate ly. In se rious case s ,  the  authority may re quire  the
te rmination of the  inte rme diation se rvice ."

D AT A R I G H T S



A p roxy s ervi ce can op erate as  a d ata co-op erati ve, rep res enti ng
the i nteres ts  of i ts  memb ers  i n the s ervi ce of the comp any.

Inte rme diation se rvice s  are  ofte n for-profit e nte rprise s ,  but the y can also take  the  form of coope rative s . The
aim of the  coope rative  is  to promote  and re pre se nt the  inte re sts  of its  me mbe rs . The  me mbe rs  of a data co-
ope rative  may be  individuals  or micro, small and me dium-size d e nte rprise s  (MSMEs) who can be ne fit from
having the ir inte re sts  re pre se nte d.

The  data coope rative  manage s its  me mbe rs ' data according to common rule s  and the ir inte re sts . It can act as
an inte rme diary be twe e n its  me mbe rs  and diffe re nt unde rtakings.



Company story

As a co-operative, a data intermediation service can focus

on promoting the interests of its members

DataRights’ CEO Renata continues her discussion with technology legal hotshot Atte Torney. Renata is

registering her company as a data intermediation service identified in the EU, but she is still considering the

company format.

"It se e ms that our ope rations could be  de scribe d as  Pe rsonal Information Manage me nt Syste ms, or PIMS.
What is  the  diffe re nce  be twe e n PIMS and a data coope rative ?"

"The  diffe re nce  is  quite  big: PIMS is  a company, a data coope rative  is  a co-ope rative  e nte rprise ."

"Doe s this  choice  affe ct the  re quire me nts  that will come  with the  Data Gove rnance  Act?"

"The  same  re quire me nts  apply in both case s ,  though the  ope rations of the  co-ope rative  are  base d on the  Co-
ope rative s  Act. A coope rative  works to achie ve  the  financial goals  of its  me mbe rs . In othe r words, a data
coope rative  promote s  using data rights ,  e nsuring be ne fits  for me mbe rs  and e nsuring the  prote ction of
me mbe rs ' privacy," Atte  re plie s .

"I gue ss  I have n’t quite  figure d out the  diffe re nce ."

"Pe rhaps an e xample  will he lp. In many countrie s ,  the re  are  courie r se rvice s  whe re  individual worke rs  de live r
food and othe r things to custome rs according to the  platform's  instructions. The  big controve rsy is  whe the r
the se  courie rs  are  e mploye e s  or not. A data co-ope rative  could start re pre se nting its  me mbe rs  with such a
platform and ne gotiate  the  te rms and conditions for the  use  of data. A data co-ope rative  is  s tronge r the  more
me mbe rs  it has . Similar activitie s  in the  form of a company would only be  about busine ss  and providing good
se rvice  to custome rs, but the  main goal would not the n be  to re pre se nt the  inte re sts  of use rs ."

D AT A R I G H T S



Data altruistic organisations advance the
public interest with data

A d ata altrui s ti c organi s ati on s eeks  to s up p ort p ub li c i nteres t
goals .

Data altruism is  the  voluntary sharing of data, without compe nsation, for re asons of public inte re st. The  public
inte re st may re late  to such things as  me dical re se arch or e nvironme ntal prote ction.

Re giste re d Data-Altruistic Organisations (RDAOs) will be  re giste re d in a re giste r maintaine d by a Me mbe r
State . Data altruism may be  practice d without re gistration, but in this  case  the  activity is  not monitore d and
re gulate d like  re giste re d data-altruistic organisations. Such a "wild" ope rator may not be  as  trustworthy as  a
re giste re d and re gulate d ope rator.

For an organisation to be  approve d as  a data-altruistic organisation, it must me e t strict crite ria. The  main
one s are :

It must be  a not-for-profit organisation and inde pe nde nt of comme rcial ope rators .

It must e ngage  in data-altruistic activitie s .

It must follow the  rule s  laid down by the  Europe an Commission, which include s the  colle ction of
conse nt as  we ll as  te chnical safe ty re quire me nts .

It shall ke e p particularly care ful re cords of data proce ssing rule s ,  pe rsons handling data, and the
duration and purpose s  of the  proce ssing.

It must inform the  pe rsons who have  provide d the ir own data particularly accurate ly and cle arly about
the  use  of the  data.

It shall re port annually on its  activitie s  and data proce ssing. The  re port shall also ite mise  the  pote ntial
re ve nue  from data.

It may not use  the  data for purpose s  othe r than those  of ge ne ral inte re st.

It cannot use  misle ading marke ting practice s .



Cons ent i s  ob tai ned  i n a cons i s tent way acros s  the EU.

Conse nt to the  colle ction of data by an individual or busine ss  is  give n using a conse nt form de ve lope d by the
Europe an Commission. Its  diffe re nt se ctions can be  use d or not use d de pe nding on the  s ituation and se ctor.
Conse nt can only be  give n for some  purpose s  of use  and proce ssing ope rations. Withdrawing conse nt must
be  as  e asy as  giving conse nt.



Company story

Voluntary sharing of data promotes research

Renata, founder of DataRights, wonders what the best way would be to organise a service where users could

manage their own personal data. He talks to technology lawyer Atte Torney.

Re nata: "Thank you for your e arlie r advice  on data inte rme diation se rvice s . I am still wonde ring about data-
altruism. Should we  re giste r as  a data inte rme diation se rvice  or as  a data-altruism-base d organisation?"

"A data altruism-base d organisation is  always a not-for-profit organisation. Doe s this  de scribe  how DataRights
works?" asks  Atte .

"No, we  are  a for-profit company. So that was an e asy answe r. But could you e xplain if the re  are  any othe r
diffe re nce s  be twe e n the  two?"

"The  tasks  of both may be  supe rficially s imilar in that the y stre ngthe n the  rights  of individuals  and the
manage me nt of the ir own data. The  main diffe re nce  is  that the  activitie s  of an organisation base d on data
altruism can be  broade r than that of a data inte rme diation se rvice . Whe re as  an inte rme diation se rvice  can
only transmit data be twe e n diffe re nt actors  according to contracts ,  a data-altruism-base d organisation can
proce ss  data on be half of data holde rs  and use rs  whe n the re  is  a public inte re st."

"Can a data-altruism organisation re ward its  use rs  for providing data?"

"No, data altruism is  voluntary. Data is  share d, for e xample , to promote  me dical re se arch," re plie s  Atte .

D AT A R I G H T S



Reflection task

Have  you e ve r conside re d donating your data for public be ne fit in he althcare  re se arch, for

e xample ?

Right to change data processing service

It wi ll b e eas i er to trans fer d ata from your old  s ervi ce to a new one.

Individuals  and busine sse s  are  fre e  to change  the  provide r of the ir data proce ssing se rvice s . Data proce ssing
se rvice s  include , for e xample , cloud se rvice s  or corporate  IT mainte nance .

In orde r to change  the  se rvice , the  custome r must be  able  to transfe r the ir data from the ir old se rvice  to a
ne w one . Whe n a custome r re que sts  a data proce ssing se rvice  to transfe r data re lating to the m, the  data
proce ssing se rvice  provide r must provide  all contractual data in a transfe rable  and suitable  format for furthe r
use .

The  time  be twe e n the  re que st for data transfe r and the  start of the  transfe r itse lf must not e xce e d two
months. The  transfe r must be  carrie d out within 30 days. Whe re  ne ce ssary, the  se rvice  provide r shall ass ist in
the  proce ss  and re move  the  custome r's  data from its  own syste ms afte r the  transfe r. The  quality of se rvice
re ce ive d by the  custome r must not be  affe cte d during the  transfe r proce ss . The  se rvice  provide r must inform
the  custome r of any se rvice  inte rruptions and maintain data se curity during the  proce ss .

Se rvice  provide rs  must not cre ate  obstacle s  to the  transfe r of data. Contracts  must cle arly de fine  the  rights  of
the  custome r and the  obligations of the  se rvice  provide r in the  e ve nt of a transfe r. All partie s  involve d must
coope rate  and act in good faith in orde r to stre amline  the  proce ss .

Whe re  it is  possible  to use  common standards for data transmission, the se  should be  give n priority.
Othe rwise , common machine -re adable  file  formats  should be  use d.

Example
Je ff Citize n: "In the past, I couldn't even consider changing my smartwatch, because over the years data had
accumulated in a database of the one and same company. But now I get the data in a usable format, and I can get my
next watch freely from whomever I want without losing my data history."

Je an Manage r: "We put our Windows O365 platform provider out to tender. The transfer to the new provider took
place quickly without any problems. All documents, user rights, everything, were transferred without a hitch."



C o n t i n u e

Clear rules for transferring data between a
business and the public sector

Secure d ata held  b y the p ub li c s ector wi ll b e s hared  fai rly wi th
b us i nes s es .

Each EU country has  a s ingle  information point,  which acts  as  its  official de signate d body and maintains  a
re giste r of available  se cure  datase ts . At EU le ve l,  lis ts  of all EU countrie s  are  compile d in one  place  for e asy
acce ss . If you wish to acce ss  a particular ite m, you make  the  re que st through the  information point of the  EU
country conce rne d.

The  Ope n Data Dire ctive  alre ady e ncourage s  the  public se ctor to publish as  many datase ts  as  possible  as
ope n data. Se cure  datase ts  comple me nt ope n data.



Reflection task

What type s  of se cure  public se ctor data could your company use ? What kind of busine ss

opportunitie s  would this  ope n up?

A public se ctor ope rator publicly e xplains  the  te rms and conditions and practice s  unde r which acce ss  to
prote cte d data can be  grante d. The  te rms and conditions shall be  non-discriminatory, transpare nt,
proportionate , obje ctive ly justifie d and shall not re strict compe tition. The y may include  re quire me nts  for
prote ctive  me asure s , me aning me asure s  take n to e nsure  that data is  prote cte d, for e xample , against
unauthorise d acce ss ,  le akage , loss  and damage .

For e xample , in the  case  of pe rsonal data, only anonymise d data may be  acce sse d. If the  company has
re ce ive d the  ne ce ssary conse nt from all data subje cts ,  acce ss  to pe rsonal data is  also possible . Each datase t
is  prote cte d as  ne ce ssary.

The  transfe r of data outside  the  EU re quire s  approval from the  supe rvisory authority, conse nt from the  data
subje cts  and possibly a se parate  agre e me nt be twe e n the  company and the  authority.

The  party re ce iving prote cte d data is  bound by profe ssional se cre cy and its  ope rations must comply with
inte lle ctual prope rty rights . It must also e nsure  that data cannot be  use d to ide ntify individuals ,  for e xample  by
combining it with othe r data source s .

The  public se ctor ope rator may ve rify that the  use  of the  data is  not fraudule nt, and that the  confide ntiality of
the  data is  not compromise d. The  use  of re sults  ge ne rate d by the  use  of prote cte d data obtaine d by
companie s  may be  prohibite d if the  re sults  infringe  the  rights  or inte re sts  of othe rs .



Company story

Is it possible to involve public data in innovation activities? 

After hearing about the possibility of the Data Governance Act to obtain public sector data from EU

countries for business development, SmartTraffic started to think about using traffic data on main public

roads in product development. SmartTraffic's goal is to make their CarSensor an international export

product. They would like to use public sector traffic data to develop an artificial intelligence solution that

could optimise the management of customer companies' fleets, taking into account all other traffic, congestion

and the like. Sarah, CEO of SmartTraffic, wants to better understand the opportunities offered by public



information resources. So, she contacts the national single information point, the body that maintains

protected datasets.

"Hi, I would like  to unde rstand what public se ctor data we  could use  in our company's  busine ss . Whe re  can I
find out more ?" Sarah be gins.

The  information office r re plie s ,  "Thank you for contacting us . We  are  happy to provide  more  information, but
first we  ne e d information about what kind of data we  are  talking about. Is  your company inte re ste d in ope n
data – data that is  publicly available  to e ve ryone ?"

"Not e xactly."

Sarah talks  about SmartTraffic's  busine ss  and adds: "I've  he ard that the  ne w Data Gove rnance  Act would allow
acce ss  to traffic data he ld by public authoritie s ,  but I'm not sure  what data that is ."

The  official clarifie s : "If data cannot be  publishe d ope nly, for one  re ason or anothe r, but the  authority still wants
to make  it available  to busine sse s ,  se cure  acce ss  to it can be  obtaine d in accordance  with the  principle s  of the
Data Gove rnance  Act."

"So, doe s  the  re gulation te ll us  what data a company can ge t from a public authority?"

"No. The  re gulation stipulate s  how the  authority must make  data available  if it de cide s  to do so. For e xample , an
authority cannot grant e xclusive  rights  to anyone . Conditions for re -use  must be  non-discriminatory. Each
authority also conside rs  what data it make s available  to companie s  and on what te rms. Lists  of the se  datase ts
have  be e n compile d at national and EU le ve l. If some  of the  data you ne e d is  not on the  lis ts ,  you can of
course  contact the  authority in que stion and inquire  about the  possibility of making this  data available  to
busine sse s ."

S M A R T T R A F F I C

In the event of a p ub li c emergency, the p ub li c s ector may need
acces s  to comp any d ata that i s  neces s ary to d eal wi th the
s i tuati on.



Public authoritie s  and ce rtain EU institutions, such as  the  Europe an Commission and the  Europe an Ce ntral
Bank, may re quire  companie s  to provide  the  ne ce ssary data in the  e ve nt of a public e me rge ncy or othe r
e xce ptional ne e d. Public e me rge ncie s  may include , for e xample , natural disaste rs ,  major accide nts  or se rious
se curity thre ats .

In a public e me rge ncy, micro or small e nte rprise s  may also be  re quire d to acce ss  data. In le ss  se ve re  crise s ,
only me dium-size d and large r companie s  may be  re quire d to provide  data.

In the  e ve nt of a public emerg ency,  the  data re quire d must be  hande d ove r large ly without compe nsation
(although micro and small e nte rprise s  can claim compe nsation). In e xtre me  situations, the  data disclose d
may also contain pe rsonal data, for e xample  in the  e ve nt of a natural disaste r,  whe re  the  authoritie s  ne e d
quick acce ss  to data to facilitate  the  re scue  of pe ople .

In le ss  exceptional cases ,  the  data holde r, such as  a busine ss ,  may be  compe nsate d for the  proce ssing and
anonymisation of the  re quire d data. Furthe rmore , the  busine ss  cannot be  re quire d to provide  acce ss  to
pe rsonal data. Such s ituations include  me asure s  of public inte re st de fine d by law, such as  the  mitigation or
re cove ry from a public e me rge ncy, or the  production of official s tatistics .

Public actors  may re que st acce ss  to data if the  ne ce ssary data is  not available  by any othe r me ans within the
re quire d time frame , such as  purchase  from the  marke t or ame ndme nt of le gis lation.

The request must be  accompanie d by the  following information:

Exce ptional ne e d,

The  purpose  of the  data re que st,

Re ason for the  choice  of data holde r,

The  data re quire d (including me tadata ne ce ssary for inte rpre ting and using the  data),

The  time frame  for data disclosure ,

The  le gal basis  of the  re que st,

The  purpose s  and duration of the  use  of the  data,

Whe re  possible ,  an indication of the  date  on which the  data will be  withdrawn from public se ctor
syste ms,

A list of othe r public se ctor bodie s ,  EU institutions, age ncie s  and third partie s  with whom it is  planne d
to share  the  re que ste d data.

In ge ne ral,  a public actor must assist the  data holde r in not inadve rte ntly infringing the  law whe n re sponding
to a data re que st.

The  public actor shall make  the  data re que st in writing in concise  and cle ar language . It should cle arly de fine
the  type  of data re quire d for acce ss . The  re que st must re late  to data that is  in the  company's  posse ssion. The



re que st shall be  proportionate  to the  e xce ptional ne e d. In addition, the  public ope rator shall unde rtake  to
e nsure  the  prote ction of trade  se cre ts  in its  re que st for data. 

As a ge ne ral rule ,  the  re quire d data should not contain any pe rsonal data. Whe re  ne ce ssary, a public ope rator
may re que st data re lating to individuals  from which no individual can be  ide ntifie d but must e nsure  that the
prote ction of pe rsonal data is  maintaine d.

If the  trade  se cre ts  of the  data holde r, me aning the  company, are  at risk, it must ide ntify the  data containing
trade  se cre ts . In such case s ,  the  public ope rator must do e ve rything ne ce ssary to pre se rve  the  confide ntiality
of trade  se cre ts .

The  re que sting public body may share  data with anothe r public body in orde r to achie ve  its  original obje ctive .
The  company must be  informe d of the  sharing of data without de lay.

A public actor may also share  the  data it re ce ive s  for re se arch purpose s . The  use  of re se arch must be
consiste nt with the  public actor's  original ne e d re late d to an e me rge ncy or cris is .

A public ope rator may re quire  the  disclosure  of trade  se cre ts  only whe n strictly ne ce ssary in the  e ve nt of an
e me rge ncy or e xce ptional s ituation.



Company story

Leveraging corporate data in a public emergency

A coronavirus-like virus infection is spreading to Finland. A national epidemic has not yet been declared,

but there is a risk that the disease will spread. The authorities have requested the medium-sized enterprise

SmartTraffic and other companies in the sector to access traffic data that could be used to assess and

anticipate the effects of different restrictions on traffic flows more accurately than basing calculations on

statistics that are more than a year old. SmartTraffic's CEO Sarah contacts technology lawyer Atte Torney to

say that the company has received a data request from a public institution.



"Hi Atte , can you advise  us  on how to re spond to that data re que st? Do we  re ally ne e d to provide  acce ss  to data
that is  unde r our control?" Sarah asks .

"Basically,  ye s . If the re  is  a cle arly justifie d e xce ptional ne e d whe re  the  data in your posse ssion is  ne ce ssary
and cannot be  obtaine d e lse whe re , you shall give  the  public ope rator acce ss  to it."

Atte  continue s: "First of all you have  to distinguish be twe e n e xce ptional circumstance s  or an e me rge ncy. In
my opinion, a s ituation whe re  a public e ntity trie s  to pre ve nt a pande mic can be  classifie d as  e xce ptional
circumstance s , me aning that it is  a matte r of mitigating the  state  of e me rge ncy."

"Ye s, this  crite rion, or "e xce ptional ne e d", is  me ntione d in this  data re que st right at the  be ginning," says
Sarah.

"Um, e xactly. In this  case , a public authority may only re que st acce ss  to data that doe s  not contain pe rsonal
data. In othe r words, SmartTraffic is  not allowe d to disclose  pe rsonal data, nor can it be  re quire d to do so."

"Don't the se  re que sts  usually apply to large  companie s? We  are  a me dium-size d company. Doe s this
re quire me nt also apply to us?"

"Ye s. In othe r e xce ptional s ituations, such as  the  curre nt mitigation of the  state  of e me rge ncy, only micro and
small e nte rprise s  are  e xe mpt from data disclosure s . But in the  e ve nt of an actual e me rge ncy, the y could also
be  re quire d to acce ss  the  data."

"How do we  know that the  re que st is  re asonable , or are  the re  any crite ria for the  data re que st that we  should
know about?"

"The  data re que st must me e t the  re quire me nts  se t out in the  Data Act. For e xample , a data re que st must be
we ll-founde d and contain all the  information re quire d by the  Data Act," e xplains  Atte . "In this  case , I think all
the  formal crite ria are  in orde r," he  adds.

"Okay, good to know. If the  re que ste d data contains trade  se cre ts ,  are  the y safe ?"

"The  data re que st must re spe ct the  rights  of the  data holde r, i.e . you, and the  re que stor must commit to
e nsuring the  prote ction of trade  se cre ts ," e xplains  Atte .

"I unde rstand that we  have  no choice  but to agre e  to the  re que st," says  Sarah. "The re  is  some  work to be  done
he re . Is  it possible  for us  to be  compe nsate d for this?"

"Ye s, it is . Me dium-size d and large r e nte rprise s  are  only re quire d to me e t data re que sts  re late d to the  actual
public e me rge ncy without compe nsation. In othe r s ituations, the  work is  compe nsate d. Othe r e xce ptional

S M A R T T R A F F I C



ne e ds are  always compe nsable  work. The  compe nsation must cove r the  actual cost of complying with the
re que st."

"One  more  que stion. Can a public authority share  our data with othe r public actors?"

"This is  possible ,  but data may only be  share d for the  same  purpose , which is  to pre ve nt a pande mic, and you
must be  informe d. The  data re que st should include  information about the  partie s  with whom your data is
planne d to be  share d," e xplains  Atte .

SUBMIT

Test your knowledge

When does a company have to disclose data to the public sector without

compensation?

Whenever public sector demands it.

Only in case of emergency. Even then, micro and small
enterprises can claim compensation.

Always, except in the case of data containing personal data.

When data is requested to produce official statistics.



Points to remember

Clear rules  for s i tuati ons  where non-EU countri es  req ui re comp any
d ata.

Companie s  may also impose  data acce ss  or transmission re quire me nts  from outside  the  EU conce rning
prote cte d public se ctor data or custome r data colle cte d through data inte rme diation. This may be  the  case , for
e xample , in the  conte xt of a criminal inve stigation in anothe r country. In this  case , the  re que st must be  base d
on a court de cis ion and/or judgme nt of that country or a de cis ion of the  administrative  authority of that
country.

Be fore  re sponding to a re que st,  the  company must conside r whe the r the  re que st is  sufficie ntly pre cise ,
me aning justifie d. The  company must also inform the  original data holde r upon re que st,  e xce pt in the  case  of
law e nforce me nt.

Data transfe rs  outside  the  EU must be  ke pt to a minimum. The  submission of data containing pe rsonal data is
always also subje ct to the  rule s  of the  GDPR. The  company must e nsure  that the  confide ntiality of the  data is
maintaine d, as  advise d by the  authoritie s  and by agre e me nt with the  re le vant partie s .

Data can only be  submitte d if the  use  of the  data is  sufficie ntly se cure  in the  re ce iving country. The re  must be
an agre e me nt be twe e n the  de stination country and the  EU or an individual EU me mbe r state  that de fine s the
acce ptable  use  of the  data. In the  abse nce  of such an agre e me nt, data can only be  submitte d in ce rtain
spe cial circumstance s .

Some  companie s  hold ve ry critical data, the  uncontrolle d sharing of which could pose  a thre at to national
se curity. Such data could include , for e xample , data re late d to e ne rgy infrastructure . Whe n distributing critical
data or data containing trade  se cre ts ,  a company may se e k advice  from the  authoritie s  unde r the  Data Act.

In ge ne ral,  whe n re sponding to a re que st,  all appropriate  ste ps must be  take n to e nsure  that acce ss  to or
transfe r of data doe s not violate  EU or me mbe r state  law.



C o n t i n u e

Ne w data inte rme diation se rvice s  are  re liable  and supe rvise d actors  that

transfe r data for use  by diffe re nt actors  according to commonly agre e d

rule s .

1

Individuals  and companie s  may voluntarily make  data available  in the  public

inte re st without charge . Ne w data-altruistic organisations will e nsure  that

data is  handle d se cure ly.

2

Prote cte d public se ctor data can be  share d with busine sse s  unde r non-

discriminatory and transpare nt rule s . This comple me nts  the  ope n data

alre ady provide d by the  Ope n Data Dire ctive .

3

Public actors  and ce rtain EU institutions may re quire  companie s  to acce ss

data in e xce ptional or e me rge ncy s ituations. The  disclosure  of data mainly

take s  place  without compe nsation, but in ce rtain s ituations companie s  may

be  compe nsate d.

4

Busine sse s  and individuals  have  the  right to switch data proce ssing

se rvice s ,  such as  cloud se rvice s . Se rvice  provide rs  shall e nable  the

transmission of data within a se t time  limit in a format that is  we ll suite d for

furthe r use .

5



In this section, you can review the main content of the training.

The EU aims to build a fair data economy with
common rules
The  EU's  ne w data re gulation aims to build a fair data e conomy. The  aim of this  training has  be e n to

clarify the  impact of the  ne w re gulations, the  Data Act and the  Data Gove rnance  Act,  on

busine sse s ,  e spe cially SMEs.

Lesson 5 of 7

5. Conclusion



The  size  of an e nte rprise  affe cts  whe the r or not it is  bound by re gulations. The  rule  of thumb is : the

large r the  company, the  more  obligations it has . The re  are  e xce ptions, and the  GDPR, for e xample ,

impose s  obligations on all type s  of e nte rprise , re gardle ss  of s ize .

Data Act Data Governance Act

Data Act, DA Data Governance Act, DGA

Effective from: 11.1.2024 Effective date: 23.6.2022

Applicable: 11.9.2025 Became applicable: 24.9.2023

Key changes:

Users will be able to access and use

the data collected by their IoT

products.

Businesses will have greater rights to

change service providers and

protection against unfair contract

terms when sharing data.

In exceptional circumstances, public
sector actors can request access to
company data.

Key changes:

Clear rules for the sharing of public

sector data with businesses and the

transfer of business data across EU

borders.

The aim of the regulation is to

increase trust in the sharing of data

between organisations by data

intermediaries and data-altruistic

organisations.

As more data becomes available, companies
will have the opportunity to create new



additional services around smart devices

Comp ani es  that manufacture IoT  p rod ucts  mus t clearly exp lai n
the collecti on and  p roces s i ng of d ata on thei r d evi ces .

Companie s  manufacturing, se lling, and installing IoT products  should ope nly and cle arly inform the ir
custome rs about the  data colle cte d by the  product during use , the  amount, how it is  colle cte d and how it can
be  acce sse d. The  custome r must be  able  to know whe the r the  company will use  the  data itse lf or share  it with
third partie s ,  and what the  data is  use d for. In addition, custome rs must be  give n acce ss  to the  data and
instructions on how the y can share  the ir data with othe rs  if the y wish. The y should also be  informe d of how to
complain about possible  bre ache s of data re gulations if the y be come  aware  of the m.

More op p ortuni ti es  for cus tomers  to d eci d e how d ata i s  us ed  i n
thei r IoT  p rod uct.

Custome rs are  e ntitle d to re ce ive  the  data ge ne rate d by the  use  of the ir IoT product fre e  of charge . The
company can grant the m acce ss  to the  data e ithe r dire ctly from the  de vice  or through a se parate  online
se rvice . This only applie s  to me dium-size d and large r companie s  se lling IoT products  or re late d se rvice s .

Cus tomers  can als o gi ve acces s  to thei r d ata to thi rd  p arti es .

Custome rs are  e ntitle d to grant a third-party acce ss  to the ir data. The  third party may only use  the  data it
re ce ive s  within the  scope  of its  contract with the  custome r and not for othe r purpose s . Whe n data is  share d
with a third party, the  Data Act de fine s how the  partie s  can agre e  on the  sharing of data. For e xample , the
contract may cove r pricing, scope  of acce ss  and data usage  patte rns. The  agre e me nt must be  fair to all
partie s .



Data sharing and access will improve with the
new rules

In s ome s i tuati ons , the IoT  p rod uct manufacturer may op t out of
d ata s hari ng.

The  manufacture r may opt out of data sharing in ce rtain e xce ptional circumstance s . The  manufacture r may
re strict or pre ve nt the  sharing of data, for e xample  to pre ve nt se rious harm, if the  sharing of the  data
compromise s  product safe ty and may the re fore  cause  se rious harm to pe ople 's  he alth or safe ty.

Data containing trade  se cre ts  will only be  share d whe n confide ntiality is  assure d, me aning whe n the  data
holde r and use r have  re ache d an agre e me nt on safe guarding confide ntiality through various safe guards and
me asure s .

Swi tchi ng d ata p roces s i ng s ervi ces  b ecomes  eas i er.

The  Data Act will make  it e asie r for companie s  to switch data proce ssing se rvice s ,  such as  cloud se rvice s . This
is  to avoid proble matic supplie r traps. The  data proce ssing se rvice  must comply with the  time  limits  for data
transfe r spe cifie d in the  act. Whe re  ne ce ssary, it must assist in the  proce ss  of switching se rvice s  and de le te
the  custome r's  data from its  own syste ms afte r the  transfe r.

D ata i ntermed i ati on s ervi ces  s up p ort reli ab le d ata s hari ng.

Data Inte rme diation Se rvice s  Provide r (DISP) aims to provide  solutions for companie s  so that a lack of trust
or practical challe nge s  in data sharing are  no longe r an impe dime nt.  
Data inte rme diation is  a ne w busine ss  mode l. A company wishing to be come  such an ope rator must be
re giste re d in the  EU re giste r. The  authoritie s  supe rvise  the  ope ration of inte rme diation se rvice s ,  and
companie s  can trust that the  inte rme diation se rvice  doe s not,  for e xample , use  the  data it transmits  itse lf.



Individuals  can also use  the  se rvice s  of an inte rme diation se rvice  to transfe r the ir own data from one
organisation to anothe r.

D ata altrui s ti c organi s ati ons  p romote the p ub li c i nteres t wi th
d ata.

Data altruism is  the  voluntary sharing of data without compe nsation for purpose s  in the  public inte re st,  such
as me dical re se arch or e nvironme ntal prote ction. Organisations base d on data altruism, me aning that the y
colle ct data for such purpose s , must me e t strict crite ria. For e xample , the  organisation must be  a not-for-
profit and inde pe nde nt actor. Data altruism can be  practise d e ve n without re giste ring an organisation, but
inclusion in a re giste r maintaine d by the  state  indicate s  the  re liability of the  organisation.

Bus i nes s es  wi ll b e ab le to make greater us e of p ub li c s ector d ata.

Until now, the  Ope n Data Dire ctive  has  e ncourage d the  public se ctor to publish as  many datase ts  as  possible
as  ope n data. The  Data Gove rnance  Act se ts  out fair rule s  for busine sse s  to gain acce ss  to protected data
made available  for re-use  by public authorities  that cannot be  re le ase d as  ope n data.

Public bodie s  will spe cify the  te rms and conditions unde r which prote cte d data can be  acce sse d. Te rms and
conditions must not discriminate  or re strict compe tition and must be  justifie d. Prote cte d data must be
prote cte d against unauthorise d acce ss . Data containing pe rsonal information may only be  use d with the
conse nt of the  pe rson to whom the  data re late s  or if data has  be e n anonymise d.

Pub li c enti ti es  may req ui re acces s  to comp any d ata i n excep ti onal
ci rcums tances  and  emergenci es .

Public e ntitie s  and EU institutions can re quire  companie s  to provide  important data in e xce ptional
circumstance s  or e me rge ncy s ituations. In an e me rge ncy, all companie s , re gardle ss  of s ize , may have  to
hand ove r data, mainly without compe nsation. In e xce ptional circumstance s , me dium-size d and large
companie s  may be  re quire d to provide  data, and in the se  s ituations, the y may re ce ive  compe nsation. Data is
re que ste d only if it is  not othe rwise  re ce ive d. It must be  hande d ove r fairly and safe ly.



G i v e  fe e d b a c k

D ata can b e s hared  wi th countri es  outs i d e the EU, b ut only i n s ecure
s i tuati ons .

Non-EU countrie s  can only acce ss  data in strictly re gulate d circumstance s , such as  criminal inve stigations,
and only on the  basis  of a court orde r. The  custome r must be  informe d be fore  disclosing the  data. The
proce ssing of data containing pe rsonal data must comply with the  re quire me nts  of the  GDPR. Data will only
be  transfe rre d if the re  is  an agre e me nt in place  in the  de stination country that guarante e s  the  safe  use  of the
data, and companie s  can turn to the  authoritie s  to e nsure  se curity. In all s ituations, appropriate  safe guards
must be  in place  to e nsure  that data sharing or transfe r is  not carrie d out in bre ach of EU or individual
me mbe r state  law.



Congratulations, you have  now comple te d the  e ntire  training! Ne xt, you can give  us  fe e dback on

the  conte nt and imple me ntation of the  training. At the  same  time , you will re fle ct and asse ss  your

own le arning e xpe rie nce .

Your fe e dback will not only he lp you to imple me nt the  things you le arne d in practice ,

but also us  to make  e ve n more  impactful trainings.

F e e dba c k a nd se lf - a sse ssme nt

Assess your own learning experience and the implementation and content of the training by

responding to a short survey.

G I VE  F E E D B AC K

Share what you learned and keep on learning
Whe n you soon re ce ive  a ce rtificate , the  training will be  ove r but anothe r kind of a le arning path is

just be ginning! Now, you can put what you le arne d into action and can also motivate  othe rs  to le arn.

Inspire  othe rs  by your own e xample .

Lesson 6 of 7

Give feedback

https://zef.fi/s/nhoj3nj3/


Discuss ope nly what you le arne d.

Challeng e  your colle ague s to join the  training.

Share  on social media your thoughts  of the  training or your ce rtificate
#e oppiva #le arningisfore ve ryone

Subscribe  to the  newsletter to be  informe d of ne w e Oppiva trainings.

Study more  from e Oppiva’s  e xte nsive  range  of trainings.

O r d e r  c e r t i f i c a t e



Congratulations!
You have  now comple te d the  training and can orde r a ce rtificate  of your achie ve me nt! Orde r the

ce rtificate  right away to make  sure  that your achie ve me nt is  save d.

Choose  the  right option be low base d on whe the r you are  working for Finland's  ce ntral gove rnme nt.

(If you are  not ce rtain about the  answe r, you can che ck it he re : e Oppiva use r organisations.)

Lesson 7 of 7

Order certificate

I work for the Fi nland 's  central government ( record  the
achi evement and  d ownload  certi fi cate)

As an e mploye e  of a ce ntral gove rnme nt organisation, you can re cord the  achie ve me nt and download the
ce rtificate  this  way:

Use  the  link be low to log into the  e Oppiva Moodle
(you will ne e d a working Virtu use r ID or use r ID cre ate d using your work e -mail addre ss).

Ente r the  course  ke y: FAIR

Mark the  training as  comple te d. If you wish, you can also download a ce rtificate  on Moodle .

TO EOPPIVA MOODLE

https://www.eoppiva.fi/ukk/eoppivan-kayttajaorganisaatiot/
https://lms.eoppiva.fi/course/view.php?id=3587


 Thank you for your participation!

I d o not work for the Fi nland 's  central government (ord er
certi fi cate)

To re ce ive  the  ce rtificate  by e -mail,  do this :

Orde r the  ce rtificate  right away so that your achie ve me nt will not be  lost!

Click the  “Orde r ce rtificate” link be low and e nte r your contact information on the  form.

You will be  se nt a ce rtificate  of comple ting the  training by e -mail.

ORDER CERTIFICATE

https://www.eoppiva.fi/en/course-certificate/?course_id=241421
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Learning  is for everyone. 


