
This training course consists of five sections. Completing them takes about 90 minutes. But take as much time as you need. We all learn in our own way and at

our own pace, so you can pause a section, go back and move freely between the sections as you wish. 

Once you have completed all the sections, you can submit feedback and request a certificate.

1. Welcome to the data economy

2. The diverse group of digital services

3. New rules for digital services

4. Restrictions on digital giants

5. Summary

Feedback and certificate

Basics of EU data economy regulation – fair rules for online platforms



We  are  curre ntly unde rgoing a historic transition towards a fair data e conomy. This is  be ing acce le rate d by ne w EU le gis lation that aims to make  the  digital se rvice s  we

use  faire r and more  transpare nt.

What are digital ser vices? As you’ll see, digital services are also referred to in these materials as intermediary services. They

include search engines, social media platforms, cloud services, mobile app stores and marketplaces. During the training, you

will learn to identify these services and the changes that apply to them. 

The aim of the  training  is  to he lp you unde rstand what obligations, rights ,  and opportunitie s  the  ne w EU rule s  me an for you as  an individual,  small busine ss  or

me dium-size d e nte rprise . 

The  le gis lation-drive n transition towards a faire r data e conomy will be ne fit all of us  who use  digital se rvice s  in our daily live s  or as  part of our busine ss . 

The  ne w EU rule s  are  also de signe d to be ne fit small and me dium-size d e nte rprise s  that provide  digital se rvice s . For small busine sse s ,  the  s ituation is  e asy, as  the y do

not have  to comply with a s ignificant portion of the  rule s . Me dium-size d e nte rprise s  will be ne fit as  the  ne w rule s  will allow the m to e nte r the  marke t on a more  e qual

footing with large r companie s .
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1. Welcome to the data economy

New rules for the data economy open up important

opportunities for individuals and businesses in the EU. It is

well worth seizing them today.



C o n t i n u e

Data, a key to economic success

What is the data economy? The data economy is an area of the economy where the collection and use of data are central. 

In a fair data economy, data is used to ethically create services and products that improve people's daily lives. Businesses of

all sizes grow through innovation and new solutions increase the well-being of society and the environment. Fairness means

that the rights of individuals are protected and the needs of all parties are taken into account. 

The  data e conomy is  important be cause  data can be  use d to de ve lop be tte r se rvice s ,  improve  our quality of life ,  and stre amline  busine ss  and public se ctor activity. At

its  be st,  the  data e conomy be ne fits  all partie s  e qually: pe ople , busine sse s  and socie ty.

But the  data e conomy is  not ye t fair. The  value  and e conomic be ne fits  of the  data colle cte d from and about us  are  conce ntrate d in the  hands of a fe w giant companie s

that provide  digital se rvice s .

Interview: Kristo Lehtonen, what is a fair data economy?

Kristo Le htone n le ads Sitra's  Fair Data Economy the me . He re , he  discusse s  the  opportunitie s  of the  data e conomy for busine sse s . How can data improve  busine ss

ope rations? Why is  data accumulation a proble m of digital waste ? And what would a faire r data e conomy look like ?

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.



SUBMIT

Examples of large digital service providers

Numbe rs of use rs  in re lation to the  s ize  of the  EU marke t (450 million consume rs). Data from spring 2023.

05:19

Test your knowledge

What are the characteristics of a fair data economy identified in the interview?

It is based on European values.

Data will move and be shared according to common ground rules.

The operations of digital giants in Europe will be banned.

The benefits of data will be shared more evenly among different parties.

Individuals will have more rights to the data collected about them.



Thought exercise

Large  amounts  of data are  colle cte d about us  and our be haviour in the  digital e nvironme nt. This ofte n happe ns without our knowle dge  and we  have  little  or no control

ove r it. Why is  it proble matic that the  be ne fits  of data are  conce ntrate d in a fe w companie s? 

Interview: Miapetra Kumpula-Natri, how did your data get spread around the world?

Miape tra Kumpula-Natri is  a Me mbe r of the  Europe an Parliame nt who participate d in Sitra's  Digipowe r surve y (2022). The  surve y inve stigate d whe re  the  data of the

te st subje cts ,  who include d we ll-known politicians and social influe nce rs ,  spre ad to and how the  data and profiling could give  an ove rall picture  of the m. The  te st

subje cts  we re  give n te st phone s with a tracking app that trace d the  colle ction and spre ad of data as  the y use d digital se rvice s .

The  surve y re ve ale d the  e xte nt to which Kumpula-Natri's  pe rsonal information was spre ad around the  world through digital giants  as  a re sult of he r use  of various

digital se rvice s . Kumpula-Natri share s  he r e xpe rie nce s  and conce rns about prote cting individuals  in the  digital world.

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.



SUBMIT

Regulation is making the data economy fairer

Ove r the  past two de cade s, the  importance  of se arch e ngine s , social me dia platforms, mobile  app store s , and othe r digital se rvice s  has  grown dramatically. Howe ve r,

the ir re gulation has  not ke pt pace  with this  rapid de ve lopme nt. Many platforms have  grown to play an important role  in socie ty and pe ople 's  daily live s . At the  same

time , the se  are  profit-drive n, ofte n fore ign multinational corporations for whom the  be ne fits  and harms of the ir activitie s  to use rs  and socie tie s  are  se condary.

That is  why the  Europe an Commission se t out to solve  the  proble m. Ne w data le gis lation will soon have  to be  complie d with in all 27 EU me mbe r state s . The  bigge st

impact will be  on data giants  ope rating in the  EU's  inte rnal marke t,  but the  ne w le gis lation will also affe ct smalle r digital se rvice s . Re gulation indire ctly brings be ne fits

to all of us ,  from small busine sse s  to the  public se ctor and from individuals  to organisations.

06:25

Test your knowledge

Whose responsibility is it to ensure that your data is not misused?

Only yourself

Only society

Both society and the individual must bear some of the responsibility.



The  Europe an Commission aims to cre ate  e qual opportunitie s  for diffe re nt companie s  in the  data marke t. It re stricts  the  powe r of digital giants  and se e ks to

stre ngthe n the  compe titive ne ss  of Europe an busine sse s  worldwide .

- Margrethe Vestager, European Commissioner for Competition, Executive Vice-President for A

Europe fit for the Digital Age and Vice-President of the Commission

The EU has developed plenty of new regulation on communications and information technology, competition and the

platform economy
–

You don’t ne e d to me morise  the  following lis t,  but it give s  an ide a of the  ove rall re gulatory landscape .

The  goals  of the  Europe an Commission's  data strate gy (2020) are :

To make  Europe  a global le ade r in the  data-drive n socie ty

To e nsure  that data can move  fre e ly within the  EU and be twe e n diffe re nt se ctors

To make  high-quality data available  to e nable  innovation

To re spe ct Europe an rule s  and value s

 

Ne w and update d re gulatory frame works for pursuing the se  goals  include :

Fair compe tition be twe e n companie s  in digital marke ts  (Digital Marke ts  Act,  DMA)

Ne w obligations to improve  the  transpare ncy and se curity of digital se rvice s  (Digital Se rvice s  Act,  DSA)

Safe  and e thical use  of artificial inte llige nce  (Artificial Inte llige nce  Act,  AIA)

More  e fficie nt use  of smart de vice  data and cloud se rvice s  (Data Act,  DA)

Be tte r use  of public se ctor data and ne w collaboration mode ls  (Data Gove rnance  Act,  DGA)

Improve d cybe rse curity (Ne twork and Information Se curity Dire ctive , NIS2)

Wide r inte rope rability of diffe re nt data source s  for the  public se ctor (Inte rope rable  Europe  Act)

Other rules related to the data economy –

In addition, the re  is  a wide  range  of familiar rule s  guiding busine sse s  navigating the  data e conomy, including:

Prote ction of pe rsonal data, digital trust (Ge ne ral Data Prote ction Re gulation, GDPR)

Re use  of public se ctor data (Ope n Data Dire ctive )

Fre e  move me nt and transfe r of data for profe ssional use rs  (Re gulation on the  fre e  flow of non-pe rsonal data)

“The EU leg islative  framework aims to ensure  that businesses of all sizes will benefit from the  internal market.

This will allow smaller platforms, SMEs, and startups to scale  up within the  EU. The trust needed to share  data

can also help us address major societal challeng es, such as accelerating  the  g reen transition, healthcare, and

transportation.”



Thought exercise

The re  are  many diffe re nt type s  of re gulation in the  data e conomy. For the  sake  of comparison, imagine  for a mome nt what daily life  would be  like  if the re  we re  no

rule s  and re gulations for, say, air traffic, food safe ty or road traffic.

Points to remember

C o n t i n u e

Proce ssing of pe rsonal data in law e nforce me nt s ituations (Dire ctive  on the  prote ction of individuals  with re gard to the  proce ssing of pe rsonal data by compe te nt authoritie s  for

the  purpose s  of pre ve ntion, inve stigation, de te ction or prose cution of criminal offe nce s)

Re gulation on promoting fairne ss  and transpare ncy for busine ss  use rs  of online  inte rme diation se rvice s

Harmonisation of copyright le gis lation (Copyright Dire ctive )

Prote ction of database s  (Database  Dire ctive )

Copyright Dire ctive

Stronge r prote ction for consume rs e nte ring into contracts  with trade rs  for digital se rvice s  or conte nt (Dire ctive  on ce rtain aspe cts  conce rning contracts  for the  supply of digital

conte nt and digital se rvice s)

Prote ction of trade  se cre ts ,  including data-drive n products  (Trade  Se cre ts  Dire ctive )

Se ctor-spe cific rule s  on the  use  and proce ssing of data in payme nt se rvice s  (Payme nt Se rvice s  Dire ctive , PSD2)

Le gal prote ction of compute r programs (possibly data-inte nsive ) unde r copyright law (Compute r Programs Dire ctive )

Provision of digital ide ntification for individuals  and busine sse s  (e IDAS Re gulation)

Privacy in e le ctronic communications (Dire ctive  on privacy and e le ctronic communications) (inte nde d to be  re place d by a Re gulation)

Platform-to-Busine ss  Re gulation.

The  data e conomy is  base d on the  colle ction and use  of data. A fair data e conomy will cre ate  value  from data e thically and be ne fit e ve ryone :

pe ople , busine sse s  and socie ty.

1

The  data e conomy is  not ye t fair,  as  the  e conomic be ne fits  are  conce ntrate d in the  hands of a fe w global digital giants  at the  e xpe nse  of smalle r

busine sse s  and individuals .

2

EU le gis lation introduce s a long lis t of obligations to make  data e conomy more  fair. The se  obligations mainly targe t data giants  ope rating in the

EU inte rnal marke t. The y also bring change s for smalle r busine sse s ,  but the  le gis lation also include s s ignificant e xce ptions for the se  busine sse s .

3

The  le gis lation give s  ne w rights  to use rs  of digital se rvice s . Small and me dium-size d busine sse s  will also be ne fit from the  opportunity to ope rate

on a more  e qual footing in the  EU marke t with digital giants  in line  with the  fair data e conomy.

4



Data re gulation is  a comple x e ntity,  but you don’t ne e d to be  a lawye r or an e xpe rt in data e conomics  to follow this  training. The  many e xample s  in the  training show

you in practice  how re gulation affe cts  the  way you use  digital se rvice s  in your e ve ryday life  or busine ss .

This training focuse s  on the  Digital Marke ts  Act (DMA) and the  Digital Se rvice s  Act (DSA) and the ir impact on digital se rvice s ,  whe re  an incre asing part of our daily

live s  take s  place .

The  Digital Marke ts  Act and the  Digital Se rvice s  Act affe ct us  all,  but in diffe re nt ways. So ke e p your own pe rspe ctive  in mind as  you go through this  training.

C o n t i n u e

Know your role

The  digital se rvice s  cove re d by the  ne w EU re gulation comprise  a wide  range  of diffe re nt functions and actors ,  from inte rne t acce ss  and social me dia se rvice s  to

marke tplace s  and se arch e ngine s . The  change s brought about by the  re gulations will de pe nd on the  nature  and s ize  of e ach digital se rvice . The  large st digital se rvice s

are  core  platform services with a strong position in the  EU marke t and te ns of millions of monthly use rs  in the  EU are a. The  owne rs  of the se  se rvice s  are  calle d

gate ke e pe rs . The  EU Commission name s the  g atekeepers  and the ir core  platform se rvice s .

In the  training, you will be  accompanie d by five different example  characters  who illustrate  the  change s brought about by the  re gulations, for e xample  in te rms of

ne w opportunitie s ,  rights ,  and challe nge s  for the mse lve s . The re  are  also three  fictional companies  that navigate  the  ne w obligations of the  Digital Marke ts  Act and

the  Digital Se rvice s  Act as  the y mode rnise  the ir ope rations.

Theme 2 of 6

2. The diverse group of digital services

In order to make it as easy as possible to understand the

changes that EU regulation will bring to your everyday life

and business, we will use concrete examples to explore

different digital services. 



Fictional example characters in the training

Irene the Influencer

Ire ne  is  a popular conte nt cre ator with ne arly 150,000 followe rs  on social me dia. She  ofte n take s  a de libe rate ly provocative  stance  on curre nt discussions. Ire ne  has

notice d that he r vis ibility has  plumme te d and that the  conte nt she  produce s has  be e n, in he r opinion, unfairly re stricte d. 

→ Ire ne  should familiarise  he rse lf with he r rights  as  a conte nt cre ator on an online  platform (Digital Se rvice s  Act,  se ction 3 of this  training).



Harry the Hairdresser

Harry runs a brick-and-mortar busine ss  that is  doing fairly we ll. He  dre ams of e xpanding his  clie nte le  and he  spe cialise s  in e nvironme ntally frie ndly hairdre ssing

products  and practice s . Harry is  inte re ste d in using targe te d adve rtis ing to spre ad the  word about his  spe ciality. 

→ Harry should familiarise  himse lf with the  rule s  on targe te d adve rtis ing (Digital Se rvice s  Act,  se ction 3 of this  training) and his  rights  as  an adve rtise r on large  online

platforms (Digital Marke ts  Act,  se ction 4 of this  training).



Davina the Development Manager

Davina works as  a de ve lopme nt manage r in a me dium-size d me dia company. The  me dia company publishe s  on its  own we bsite ,  mobile  app and various social me dia

se rvice s . Davina de ve lops the  company's  diffe re nt channe ls  to me e t the  ne e ds of journalism and the  audie nce . 

→ As the  ope rator of the  we bsite  and mobile  app, Davina should familiarise  he rse lf with the  obligations of the  me dia company (Digital Se rvice s  Act,  se ction 3 of this

training) and the  possibilitie s  to ge t be tte r data about the  audie nce  on social me dia platforms (Digital Marke ts  Act,  se ction 4 of this  training).



Simon the Social Media User

Simon use s  many se rvice s  to stay in touch with family, frie nds and colle ague s. He  is  conce rne d about the  e thics  of the  se rvice s  he  use s  and the  lack of alte rnative s . In

particular,  Simon is  worrie d about the  privacy of his  unde rage  childre n and the  conte nt the y se e  on digital se rvice s . 

→ Simon should familiarise  himse lf with how his  favourite  digital se rvice s  are  re quire d to act more  re sponsibly with the ir use rs  (Digital Se rvice s  Act,  se ction 3 of this

training).



Rachel the Researcher

Rache l le ads a unive rsity re se arch te am on online  dis information. She  colle cts  information on the  re sponsibilitie s  and policie s  of the  major se arch e ngine s , conte nt

se rvice , and social me dia se rvice s ,  which is  proving more  difficult than e xpe cte d. 

→ Rache l should familiarise  he rse lf with ne w transpare ncy obligations for platforms, the ir risk analyse s  and othe r impact asse ssme nts  (Digital Se rvice s  Act,  se ction 3

of this  training) and acce ss  by gate ke e pe rs  to data re positorie s  (Digital Marke ts  Act,  se ction 4 of this  training).

Fictitious example companies in the training



Beta

Be ta is  the  kind of digital giant that offe rs  a range  of se rvice s . The y include  the  online  se arch e ngine  Be taSe arch, the  app store  Be taApps, the  payme nt se rvice

Be taPay, and the  social me dia se rvice  MyBe ta. Be ta’s  manage me nt is  wonde ring which EU rule s  will re strict its  ope rations and to what e xte nt it will have  to adapt its

activitie s . 

→ Be ta should familiarise  itse lf with its  future  obligations in case  it is  classifie d as  a gate ke e pe r company (Digital Marke ts  Act,  se ction 4 of this  training) or as  a ve ry

large  online  platform or se arch e ngine  (Digital Se rvice s  Act,  se ction 3 of this  training).



United Games

Unite d Game s (UG) is  a growing company in the  game s industry with the  ve ry popular game  PuluPe li. The  game  can be  playe d as  an app ve rsion and on the  UG

we bsite . Playing the  game  and the  optional additional purchase s  re quire d for the  game  are  che ape r whe n purchase d through the  company’s  own we bsite . Whe n using

the  app ve rsion, a s lice  of the  payme nt goe s  to Be ta, which runs the  app store , through the ir payme nt se rvice  Be taPay. 

→ UG should familiarise  itse lf with its  rights  as  a busine ss  use r of the  gate ke e pe r’s  core  platform se rvice s  (Be taApps, Be taPay) (Digital Marke ts  Act,  se ction 4 of this

training).



4REELZ

4REELZ is  a me dium-size d company that offe rs  a social me dia se rvice , 4REELZ, for sharing short vide os. 

→ 4REELZ should familiarise  itse lf with the  obligations for online  platform provide rs  (Digital Se rvice s  Act,  se ction 3 of this  training).

Thought exercise

Which of the  characte rs  do you ide ntify with? What digital se rvice s  do you use ? You can make  a lis t and re turn to it as  the  training progre sse s .

Identify different digital services

Gate ke e pe r, core  platform se rvice , inte rme diary se rvice , online  platform, cloud se rvice ... The  course  mate rials  are  full of digital se rvice  te rms that may sound

unfamiliar. If in doubt, re fe r to se ction 5, for a more  de taile d de scription of the  family of digital se rvice s . The  se ction also include s answe rs  to fre que ntly aske d

que stions (FAQs).

Business story

What is a gatekeeper?



The  size  and nature  of the  digital se rvice  are  ke y factors  in re gulating the  digital marke t.



Be ta is  a fictional company offe ring a range  of online  se rvice s  that be lie ve s  it is  cove re d by Digital Marke ts  Act due  to the  nature  and scale  of its  se rvice s . We  join the

company's  dire ctors  and e xte rnal lawye r Atte  Torne y for a me e ting on the  subje ct.

The  CEO starte d the  me e ting by saying: "Today we  will go through the  re quire me nts  of Digital Marke ts  Act. We  ne e d to find out if Be ta can be  one  of the

so-calle d gate ke e pe rs . If so, we  ne e d to make  change s to e nsure  that we  are  compliant."

Atte  Torne y got straight to the  point: "I will he lp you asse ss  the  le gal crite ria for the  gate ke e pe r de finition. If it se e ms that Be ta me e ts  the m, we  should

inform the  Europe an Commission. We  must also provide  the  re le vant information."

"What are  the se  crite ria?" one  of the  dire ctors  aske d.

Atte : "The re  are  thre e , and the y are  found in the  Digital Marke ts  Act. Each crite rion has  thre sholds value s  that must be  e xce e de d, but the re  are  also various

e xce ptions, so you should be  care ful he re . But if the  thre shold value s  are  e xce e de d, you are  probably in a gate ke e pe r position."

"I se e , this  make s things a bit cle are r," the  CEO said.

Atte : "Le t's  se e  how you fit into the  gate ke e pe r de finition! The  first crite rion is  that the  company must have  a s ignificant impact on the  EU inte rnal marke t."

CEO: "How can we  te ll that?"

Atte  looke d at the  company's  docume nts  and said: "Be ta's  turnove r for the  past thre e  financial ye ars  was €125 billion. This is  we ll above  the  minimum

thre shold of €7.5 billion. So we  don't ne e d to think about the  marke t value  thre shold, which is  €75 billion."

BETA 1 /2



SUBMIT

The  CEO nodde d and Atte  continue d: "The  se cond crite rion is  that the  se rvice s  Be ta provide s  on its  platform must se rve  as  a s ignificant gate way for its

busine ss  use rs  to re ach e nd-use rs . In this  case , it provide s  so-calle d 'core  platform se rvice s .'"

"Core  what?"

Atte  re plie d: "To be  classifie d as  a gate ke e pe r, a company must provide  ce rtain platform se rvice s . In practice , the se  are  inte rme diary se rvice s  be twe e n

busine ss  use rs  and e nd-use rs ."

"But," Atte  continue d, "le t's  go back to the  se cond crite rion. The  importance  of the  se rvice  gate way re fe rs  to both the  type  of se rvice  and the  numbe r of

se rvice  use rs ,  which is  use d to asse ss  how important the  se rvice  is ."

The  CEO showe d a lis t of the  company's  se rvice s  and aske d: "Okay, which of our se rvice s  are  core  platform se rvice s?"

Atte  quickly conclude d that all the  lis te d se rvice s  are  core  platform se rvice s . "Your Be taSe arch se arch e ngine  is  an online  se arch se rvice , your social me dia

se rvice  MyBe ta is  a vide o sharing platform se rvice , and your payme nt syste m Be taPay and app store  Be taApps are  online  inte rme diary se rvice s . All of

the se  can be  conside re d core  platform se rvice s ."

"What about the  numbe r of use rs?" the  CEO aske d.

Test your knowledge

What are the business threshold values for a gatekeeper?

BETA 2 /2

Turnover of at least €7.5 billion

Market value of at least €7.5 billion

Turnover of at least €75 billion

Market value of at least €75 billion

It is sufficient if either the turnover or the market value exceeds the threshold 

Both the turnover and the market value must exceed the threshold



"In te rms of s ize , the  se rvice s  must have  ove r 45 million active  use rs  in the  EU are a e ach month. The re  must also be  ove r 10,000 busine ss  use rs  in the  EU

e ach ye ar. Base d on the  numbe rs , it se e ms that all of Be ta's  core  platform se rvice s  me e t the se  se t thre sholds or thre shold value s . So Be ta also me e ts  the

se cond crite rion de fining gate ke e pe rs ."

"I can se e  whe re  this  is  going," the  CEO said.

"Atte : "I have  that fe e ling too. But we  still ne e d to look at the  last crite rion. It says  that the  company must have  a stable  and sustainable  marke t position. The

docume nts  you have  provide d show that the  use r base  of all Be ta's  se rvice s  has  be e n at this  le ve l for the  past thre e  ye ars . In such case s ,  it is  cle ar that the

last crite rion for a stable  marke t position is  me t."

The  CEO nodde d. "So, doe s  this  me an we  have  to comply with the  rule s  for gate ke e pe rs?"

Atte  confirme d: "Ye s, but first we  ne e d to notify the  Commission and se nd the m the  re le vant information so that the y can furthe r asse ss  Be ta's  gate ke e pe r

position in the ir de cis ion making."

SUBMIT

Thought exercise

Lawye r Atte  Torne y conclude d that all of the  se rvice s  lis te d by Be ta are  core  platform se rvice s  de scribe d in the  Digital Marke ts  Act. What s imilar wide ly use d

Test your knowledge

How many EU users must a service have in order to be classified as a core platform service?

A total of 45 million users 

45 million active users monthly 

45 million active users annually 

A total of 10,000 business users 

10,000 business users monthly 

10,000 business users annually



companie s  or se rvice s  can you think of that could be  core  platform se rvice s  for gate ke e pe rs? Think, for e xample , of se arch e ngine s , social me dia se rvice s ,  online

marke tplace s  and compute r and smartphone  app store s .

Business story

What are the rules for a small platform?

The  size  of the  company de te rmine s the  rule s  it must follow.

  



Micro-enterprise

Le ss  than 10 e mploye e s  

Annual turnove r and balance  she e t total of up to €2 million





Small enterprise

Le ss  than 50 e mploye e s  

Annual turnove r of up to €10 million





Medium-sized enterprise

Le ss  than 250 e mploye e s  

Annual turnove r of le ss  than €50 million and balance  she e t total of up to €43 million

Fictional social me dia company 4REELZ is  e xploring its  position in the  classification of Digital Se rvice s  Act. Consultant lawye r Atte  Tourne y is  he lping once  again.

4REELZ





Tanja, the  CEO of 4REELZ, was studying some  pape rwork whe n Atte  came  through the  door. "Oh, hi!" she  said. "Gre at that you could make  it. I was just

looking at this  Digital Se rvice s  Act stuff."

"Nice  to work with you," Atte  said and sat down. "Shall we  jump right in?"

Tanja nodde d and starte d: "So, we’re  a social me dia company spe cialis ing in use r photos and vide os. Our use rs  upload short vide os to the ir profile s  on our

'4REELZ' se rvice . The ir contacts  or othe r use rs  can se e  the m, de pe nding on the ir privacy se ttings."

Atte  nodde d. "Okay, according to the  Digital Se rvice s  Act,  you are  an online  platform. The  re gulation applie s  to companie s  that provide  information socie ty

se rvice s  (like  yours) and spe cifically those  that act as  an inte rme diary se rvice . Inte rme diary se rvice s  can only provide  data transmission, caching, and

storage  of store d data. Your se rvice  is ,  of course , a storage  se rvice  be cause  you store  the  information provide d by your use rs  at the ir re que st."

"I unde rstand. But the re  are  diffe re nce s  be twe e n a storage  se rvice  provide r and an online  platform provide r, right?"

"Exactly. Be cause  you not only store  information but also make  it available  to the  public,  you are  counte d as  an online  platform provide r. Diffe re nt parts  of

the  Digital Se rvice s  Act apply to diffe re nt companie s . Inte rme diary se rvice s  have  ce rtain obligations, and online  platforms have  the ir own obligations. And

ve ry large  online  platforms have  e ve n more  rule s ."

Atte  continue d: "Ve ry large  online  platforms are  platforms or se arch e ngine s  that have  at le ast 45 million active  monthly use rs ,  and which the  Europe an

Commission has  spe cifically ide ntifie d and name d."

Tanja nodde d. "So, we  don't have  to worry about that,  at le ast not ye t. Is  the re  anything e lse  that doe sn't conce rn us?"

"How many pe ople  work he re ?" Atte  aske d.

"Se ve n, including me ."

"And what is  your annual turnove r?"

"About €9 million. We 're  growing fast."

"In that case , you are  still conside re d a small e nte rprise . Small e nte rprise s  have  fe we r than 50 e mploye e s  and annual turnove r of up to €10 million. Since

you have  fe we r than te n e mploye e s , you would be  a micro-e nte rprise  if your turnove r was le ss  than €2 million. But if you e xce e d the  e mploye e  or turnove r

thre shold, you automatically move  to the  ne xt s ize  cate gory. Most of the  re gulation's  re quire me nts  do not apply to SMEs, but as  you grow, the y will s tart to

apply afte r 12 months."

"Would we  have  the  same  grace  pe riod if we  be came  a ve ry large  online  platform?"

"Not e xactly. Afte r notification, you have  four months to comply. But it is  worth re me mbe ring that all rule s  for online  platforms and inte rme diary se rvice s

apply to ve ry large  online  platforms, e ve n if the y're  still micro-e nte rprise s  or small e nte rprise s ."

Test your knowledge

What are the limits of a micro-enterprise?

Less than 10 employees 

Less than 50 employees 

Turnover and balance sheet total are less than €2 million 



SUBMIT

SUBMIT

Thought exercise

The  EU grants  e xce ptions to ne w rule s  for small busine sse s . What do you think is  the  re ason for this? What impact could this  have  on se rvice  use rs?

Points to remember

Test your knowledge

What are the limits of a small enterprise?

Answer: –

Compliance  with ne w rule s  re quire s  ne w proce sse s  and clarifications for companie s , which will actually produce  more  work. To avoid the  re gulation be ing e xce ssive , it has  be e n e ase d

for small busine sse s . It is  only whe n a company is  large r that it is  e xpe cte d to be  able  to cope  with the  obligations place d on large r companie s .

Either turnover or balance sheet total is less than €2 million

Less than 10 employees 

Less than 50 employees 

Turnover of less than €2 million 

Turnover of less than €10 million



C o n t i n u e

Dig ital services is  an umbre lla te rm that you will e ncounte r in the se  mate rials  in se ve ral diffe re nt conte xts . De pe nding on the  conte xt,  the  te rm

cove rs  almost all familiar online  platforms, se arch e ngine s , cloud se rvice s ,  gaming applications, and othe rs . In othe r words, the  diffe re nt

se rvice s  that are  subje ct to the  obligations of the  Digital Se rvice s  Act and Digital Marke ts  Act.

1

The Dig ital Services Act clarifie s  the  mode ration of online  conte nt and the  re sponsibility of companie s  offe ring digital se rvice s  for use r safe ty. It

applie s  to all companie s  providing digital se rvice s ,  from small busine sse s  upwards, which ope rate  in the  EU inte rnal marke t or provide  se rvice s  to

EU use rs . The  DSA include s s ignificant e xce ptions for small and micro-e nte rprise s ,  and doe s not impose  the  he avie st obligations on me dium-

size d e nte rprise s  e ithe r.

2

The Dig ital Markets Act promote s  fair compe tition be twe e n digital giants  and smalle r companie s ' digital se rvice s . In practice , it be ne fits  small

and me dium-size d busine sse s  that compe te  alongside  the  offe rings of digital giants . DMA obligations apply only to the  large st companie s  – the

gate ke e pe rs  – and the ir se rvice s . It’s  not e asy to avoid using such se rvice s  in the  EU are a.

3

The opportunities and implications of the  Digital Se rvice s  Act and the  Digital Marke ts  Act de pe nd on your own pe rspe ctive , whe the r you use

social me dia se rvice s  for le isure  or work, or are  de ve loping a ne w app for the  marke t.

4



The  ne w rule s  will e ncourage  se arch e ngine s , social me dia se rvice s ,  online  platforms and othe r inte rme diarie s  to improve  the ir practice s  to make  the m faire r and

safe r for use rs . The  Digital Se rvice s  Act,  which you re ad about in the  pre vious se ction, is  at the  ce nte r of this  change .

SUBMIT

Theme 3 of 6

3. New rules for digital services

The Digital Services Act aims to make the online

environment safer. The goal is to ensure that digital

services take responsibility for the content they transmit,

store or distribute. Providers of digital services must

comply with new rules, such as content moderation, and be

more transparent in their operations.

Test your knowledge

True or false? The Digital Services Act only requires large companies to change their practices.

True

False



The  ke y re forms of the  Digital Se rvice s  Act are  groupe d in this  se ction into thre e  the me s in this  se ction:

We  start by looking at the  curre nt s ituation, which the  Digital Se rvice s  Act aims to make  faire r. Using e xample  storie s ,  we  e ncourage  you to think about how the

re forms will affe ct you and what opportunitie s  the y may bring.

Digital Ser vices Act

Digital Services Act, DSA

Came into force on 16.11.2022

Applies from 17.2.2024

Concerns all companies offering intermediary services, from small businesses to those operating in the EU internal market or

offering services to EU users 

Significant exceptions for small and micro-enterprises

Clarifies the procedures of content distributed online

Interview: Sam Wrigley, what is the Digital Services Act about?

Sam Wrigle y is  a re se arche r spe cialis ing in the  Digital Se rvice s  Act. He re  he  e xplains  what the  DSA is ,  who it affe cts ,  and how it will be ne fit individuals  and

busine sse s .

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.

Fair rule s  must be  followe d whe n profiling use rs  in adve rtis ing1

Abuse s must be  tackle d e ffe ctive ly2

Digital se rvice s  must ope rate  transpare ntly and re sponsibly3



SUBMIT

C o n t i n u e

Fair rules for user profiling in advertising

The  majority of our communication and comme rce  take s  place  through various digital se rvice s ,  such as  social me dia, se arch e ngine s  and marke tplace s . Whe n you use

digital se rvice s ,  you are  also cre ating a vast amount of data about your be haviour and choice s . This data is  valuable  to companie s  providing digital se rvice s ,  for instance ,

06:47

Test your knowledge

Sam mentioned the following interesting changes. Which of them apply only to very large platforms?

New rules for content removal

Expedited processing of notifications made by trusted flaggers

The marketplace must ensure that seller information is provided to buyers

Analysis of social risks caused by business



to continually optimise  the ir se rvice s  – and to profile  you.

Profiling re fe rs  to infe rring pe rsonal characte ristics  from be haviour. It involve s  analysing and e valuating such things as  a use r's  inte re sts ,  he alth, financial s ituation,

and location. The  main purpose  of profiling is  to pre se nt targe te d ads to the  use r. 

Curre ntly, targe te d adve rtis ing is  alre ady re gulate d. The  Ge ne ral Data Prote ction Re gulation (GDPR) de fine s the  rule s  for obtaining use rs ' conse nt. The  e Privacy

Dire ctive  re gulate s  the  use  of cookie s ,  a ke y te chnology in profiling.

The  Digital Se rvice s  Act goe s  a ste p furthe r, re gulating the  use  of profiling to targe t adve rtis ing on online  platforms and the  way ads are  pre se nte d.

New rules in advertising

You will now immediately know why a digital service recommends certain content to you. –

Intermediary services : An inte rme diary se rvice  can re comme nd conte nt to its  use rs ,  but in future  it must cle arly inform use rs  whe n the y are  shown ads, who is  be hind the  ad, and

why that particular ad is  be ing shown to the m. 

The  inte rme diary se rvice  must also allow conte nt cre ators  to add information about comme rcial collaborations, so that it is  unde rstandable  to use rs . 

The  inte rme diary se rvice  must also e xplain in cle ar and unde rstandable  language  in its  te rms of use  how it re comme nds conte nt to use rs . 

Very larg e  online  platforms or search eng ines : Ve ry large  online  platforms or se arch e ngine s  must also have  a public inte rface , such as  a we bsite  or te chnical application inte rface ,

whe re  use rs  can se arch and que ry the  ads displaye d by the  se rvice  ove r the  past ye ar.

Example

Irene Influencer: "You no longer need to mention a product promotion in the video. You just enter the information into the video's additional details and it will

be visible to viewers from there. Less work, more videos!"

You can choose how a digital service recommends content to you or refuse it altogether –

Online  platforms : If an online  platform has diffe re nt ways of re comme nding conte nt, use rs  must be  able  to choose  the  most suitable  one  for the mse lve s  and adjust the ir variable s . 



Very larg e  online  platforms or search eng ines : The se  must also allow use rs  to opt out of profiling.

Example 

Simon the Social Media User: "I can turn off an algorithm that recommends all kinds of useless stuff. So I can focus on updating my real social contacts."

Advertising must not be targeted at minors and sensitive information must not be used –

Intermediary services : Whe n an inte rme diary se rvice , such as  a se arch e ngine  or social me dia platform, is  re asonably sure  that a use r is  a minor, adve rtis ing cannot be  targe te d at

the m base d on use r profiling.

Online  platforms : Online  platforms may not targe t adve rtis ing base d on se nsitive  pe rsonal data. Se nsitive  pe rsonal data include s e thnic background, political opinions, re ligious or

philosophical be lie fs ,  trade  union me mbe rship, ge ne tic data, biome tric data, he alth and se xual orie ntation and be haviour.

Example 

Simon the Social Media User: "Kids are no longer so obsessed with useless junk when they don’t have ads are not constantly stuffed between every video on

their phones."



Business story

When can or can’t online platforms target ads?



4REELZ e mploye e s  inte rpre t the  conce pt of se nsitive  pe rsonal data from a busine ss  pe rspe ctive . The  conce pt of se nsitive  pe rsonal data is  broad. The re fore , the

company conside rs  that adve rtis ing offe re d to use rs  base d on the  subje ct matte r of the  online  conte nt is  ofte n a safe r option than targe te d adve rtis ing base d on use r

profiling.

"Hi Kari,  are n't you a data prote ction e xpe rt?"

"'Expe rt' is  a strong word, but I know some thing. What’s  it about?"

Sofia sat down ne xt to Kari and showe d him a table t. "Take  a look at this . We’re  trying to improve  our adve rtis ing so that use rs  only se e  things the y might

actually be  inte re ste d in. I know the  rule s  of the  Digital Se rvice s  Act say that profile s  base d on se nsitive  data should not be  use d, but I'm not sure  e xactly

what's  include d."

Kari took the  table t,  which was curre ntly showing an ad for yoga classe s . "So this  ad is  shown if..."

"That's  for use rs  who have  shown an inte re st in topics  re late d to e xe rcise , Indian culture  or history, or stre ss  re lie f."

"Okay, I'm afraid the re  are  warning s igns the re ," Kari said. "Te chnically,  it's  not 'se nsitive  data’,  but rathe r spe cial cate gorie s  of pe rsonal data. The  Ge ne ral

Data Prote ction Re gulation has  a lis t of the m. In the  case  you just de scribe d, the  re le vant cate gorie s  are  e thnic background, political opinions, re ligion or

be lie f and he alth data."

"So if we  targe t ads to pe ople  who have  shown an inte re st in the  re ligious and cultural history of yoga, we  are  targe ting ads in a prohibite d way base d on

spe cial cate gorie s  of pe rsonal data?"

"I gue ss  so. But the se  things have  also be e n inte rpre te d ve ry broadly. So e spe cially if we  combine  it with othe r data about the  pe rson, it’s  possible  that an

inte re st in e xe rcise  or stre ss  might re ve al information about the  pe rson's  physical or me ntal he alth."

Sofia le ane d back in he r chair. "That sounds... re ally broad."

4REELZ



"Ye s. The  Europe an Data Prote ction Board publishe s  guide line s  on the  use  of targe te d ads on social me dia and has  calle d for caution in targe ting ads."

"So what's  the  answe r to this?"

"It may be  s imple r to only do conte xtual adve rtis ing whe ne ve r we  are  de aling with spe cial cate gorie s  of pe rsonal data – me aning choosing adve rtis ing

base d on the  online  conte nt vie we d."

"Re ally?"

"That's  the  safe st approach anyway."

"Okay," Sofia nodde d. "So le t me  ge t this  straight? The  Digital Se rvice s  Act prohibits  showing ads if a spe cial cate gory of pe rsonal data is  use d for profiling.

But as  long as  showing the  ad is  not base d on profiling, we  can show it in s imilar conte xts . So, I can't show this  ad to some one  who I know is  inte re ste d in

the  re ligious aspe cts  of yoga. But I could add the  ad to a vide o that discusse s  the  re ligious aspe cts  of yoga, as  long as  it's  shown se parate ly from the  vie we r's

profile ?"

"I'd che ck with a lawye r first,  but that's  the  way it works."

SUBMIT

Thought exercise

In addition to the  use  of se nsitive  information, adve rtis ing targe ting minors  is  prohibite d. Why can adve rtis ing targe ting minors  be  harmful?

Effective intervention in abuses

Digital se rvice s  have  re volutionise d the  ways in which we  can share  and obtain information and conduct busine ss . At the  same  time , ille gal or othe rwise  harmful

conte nt is  spre ading in unpre ce de nte d ways. 

If you e ncounte r ille gal conte nt such as  hate  spe e ch or counte rfe it products  while  using digital se rvice s  in the  future , you can be  confide nt that the  matte r will be

tackle d more  e ffe ctive ly than be fore . Eve ry digital se rvice  must have  cle ar proce dure s  for re moving ille gal conte nt.

Test your knowledge

The story discusses in which situation it might be allowed to show an ad related to yoga. What would be allowed?

The user's profile shows that they have watched several yoga videos.

The user is currently watching a yoga video.



What is illegal content? The legality or illegality of content is determined by all applicable laws. Especially in international

operations, it can be difficult to ensure the legality of content when when you need to comply with the laws of all countries

involved.

If conte nt you have  produce d has  be e n re move d from the  digital se rvice  you use , you will have  more  ways to de fe nd your rights  and challe nge  the  company providing

the  digital se rvice  in an affordable  and agile  way.

New rules for investigating abuses

As a user, you can report any illegal content you come across. –

Intermediary services : Authoritie s  can orde r inte rme diary se rvice s ,  such as  social me dia platforms and se arch e ngine s , to re move  ille gal conte nt and re quire  the m to provide  the

contact de tails  of use rs  who have  distribute d it. The  inte rme diary se rvice  must publicly re port annually and in machine -re adable  form the  information on conte nt mode ration it has

done . 

Storag e  services : Use rs  must be  able  to re port any ille gal conte nt the y e ncounte r on cloud se rvice s  or suchlike . Use rs  must be  provide d with a syste m that is  e asy to find and e asy to

use . Once  a se rvice  has  re ce ive d a notification of ille gal conte nt, it will make  a de cis ion to automatically re move  it or afte r conside ration. 

If a storage  se rvice  provide r be come s aware  of a suspe cte d crime  that thre ate ns human a pe rson’s  life  or safe ty, it must imme diate ly inform the  authoritie s .

Example 

Simon the Social Media User: “I’ve reported obvious scams I have seen in my social media feed in the past, but now I can trust that something will be done

about it."

 

Example 

Harry the Hairdresser: “In the past, competitors have used my reputation and name in fraudulent ads to fish for customers, but now I can prevent this by easily

reporting abuses."



You find out why the service has removed your content. –

Online  platforms : If your conte nt you produce  is  subje ct to re moval,  your account is  close d, or your use  of the  se rvice  is  othe rwise  re stricte d, the  online  platform you use  must notify

you and give  you a spe cific re ason.

Use rs  must be  able  to complain to the  platform about the  re moval of the ir own conte nt fre e  of charge . The  online  platform must handle  such complaints  as  quickly, impartially and

dilige ntly as  possible . Whe re  appropriate ,  the  platform must imme diate ly re store  the  re move d conte nt. Use rs  must be  informe d of de cis ions take n on complaints . The se  de cis ions

must be  made  unde r the  supe rvis ion of a qualifie d pe rson – an automate d solution is  not sufficie nt.

Online  platform use rs  also have  the  right to re fe r dispute s  and complaints  to an EU-approve d out-of-court re dre ss  body. Dispute  re solution is  fre e  of charge  to the  use r or the  costs

must be  re asonable . Howe ve r, the  dispute  re solution body cannot make  binding de cis ions. The  platform may also re fuse  to participate  in the  proce dure  if a sufficie ntly s imilar case  has

be e n re solve d in the  past,  which the  platform can follow.

If the  re solution is  in favour of the  use r, the  online  platform will pay the  dispute  re solution costs  (both the  dispute  re solution body and the  use r's  costs). 

If the  re solution favours  the  online  platform, the  use r will not have  to pay the  online  platform's  costs ,  unle ss  the  use r is  found to have  acte d in bad faith.

Example 

Irene the Influencer: "My videos used to get removed sometimes, and I didn't know why or how to fix it. In the future, I will get a clear reason if my video is

taken down, so I know better where to draw the line."

 

Example 

Davina the Development Manager: "Our social media account has previously been frozen when our conflict reporting was reported as inappropriate in a

malicious campaign. If something similar happens again, we can effectively contest the allegations and be confident that our account will be reinstated without

delay."

Trusted experts monitor content. –

Online  platforms : Each EU Me mbe r State  may de signate  e xpe rt organisations as  ‘truste d flagge rs’  in the ir own se ctor, e mpowe re d to notify online  platforms of ille gal conte nt. The

online  platform must coope rate  with the se  truste d flagge rs ,  and whe n a truste d flagge r informs the  online  platform of ille gal conte nt, the  platform must prioritise  and promptly de al

with the  matte r. 

If a use r consiste ntly posts  ille gal conte nt or make s obviously unfounde d complaints ,  the  online  platform may issue  a warning. Afte r that,  the  platform may fre e ze  the  use r's  acce ss  to

the  se rvice  for a spe cifie d pe riod.



Business story

What if posts have to be removed from the service and users complain?

Example 

Rachel the Researcher: "Our research team has applied for trusted flagger credentials in the area of election interference. We report the posts of fake accounts

we find each day during elections. Unlike before, online platforms now remove them quickly and shut down troll accounts."





4REELZ is  planning to introduce  a ne w proce dure  for use r complaints  about the  re moval of conte nt.

Conversation log on 4REELZ's internal channel 

Thursday, May 22nd at 13:26 

Tanja: Hi, do you have  a mome nt? I might ne e d your he lp.

Jonni: Sure , go ahe ad. 

Tanja: Did you know that we 've  be e n working on our complaints  proce dure  for conte nt re movals?

Jonni: Ye s , it's  part of the  "Re ady for Digital Se rvice s  Act" package . But don't small busine sse s  ne e d an inte rnal complaints  proce dure ? I thought it didn't

have  to be  in place  until ne xt ye ar. How is  it alre ady causing work?

Tanja: You're  right,  it doe sn't apply to us  ye t,  but we 're  a growing company. We 're  e xpe cte d to have  a complaints  proce dure  that's  use r-frie ndly and e asy to

use . I have  aske d the  de ve lope rs  to build a pilot program and te st it be fore  the  law starts  to apply to us .

Jonni: I se e .

Tanja: We  te ste d the  syste m by introducing it to some  of our use rs  in advance  and also colle cte d fe e dback on it. And we  got fe e dback, which is  gre at. But

we  also re ally have  to de al with the  complaints  that came  through the  pilot. One  use r in particular complaine d that we  had re move d a vide o that was e arning

the m mone y. Unde r the  ne w rule s ,  we  have  to de al with the  complaint quickly and care fully. And of course  we  did.

Jonni: But le t me  gue ss  what happe ne d ne xt. You re fuse d to re store  the  vide o and now you've  be e n thre ate ne d with a bre ach of contract that cause s  the

use r who uploade d the  vide o to lose  income . And that's  why you de cide d to contact me , be cause  I'm in charge  of our me diation matte rs?

Tanja: You se e , it's  pre cise ly be cause  of your insight that I appointe d you to this  role . 

4REELZ 1 /2
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Jonni: Doe s this  use r have  any grounds to accuse  us  of a bre ach of contract or anything like  that? Will the y re ally do that? 

Tanja: According to the  lawye rs  we  consulte d, it's  possible . Eithe r way, if the y try some thing, it would be  much che ape r and e asie r if we  could use  me diation

inste ad of going to court. 

Jonni: Okay. The re’s  nothing stopping us  from using the se  out-of-court dispute  re solution proce dure s , e ve n though we  don’t have  to. 

Jonni: Afte r all,  the  Digital Se rvice s  Act says  that use rs  must be  give n alte rnative s  for dispute  re solution. The  use r must be  able  to choose  an approve d out-

of-court dispute  re solution body if the y wish.

Jonni: But the re 's  nothing that re quire s  the m to use  one . The  use r can go to court if the y want to. 

Tanja: So we’re  in trouble ?

Jonni: Not ne ce ssarily. The re  are  alre ady dispute  re solution bodie s . The y are  appointe d in e ve ry EU me mbe r state . So we  could e ncourage  use rs  to use

the m.

Tanja: It's  worth a try. What if the  dispute  re solution body de cide s  against us?

Jonni: It's  not a binding de cis ion. Te chnically we  could ignore  it. But I think that we  would comply with it.

Tanja: Okay, thanks. I just wante d to make  sure  I wasn't mixing things up. I'll double -che ck with the  lawye rs . Le t's  se e  what the y say.

Test your knowledge

So 4REELZ had given users a way to complain about removed content. Why?

4REELZ 2 /2

Test your knowledge

If 4REELZ refuses to restore the user's content, what options does the user have?

The complaint option had to be made because the Digital Services Act required it.

The complaint option was made because the company expects to grow to a size where the Digital Services Act requires a

complaint option for users.
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Thought exercise

How will conte nt production change  whe n conte nt disappe ars  for a re ason and incorre ct re movals  may ne e d to be  challe nge d? 

Business story

How to identify illegal content?

Answer: –

Use rs  will be  able  to re solve  dispute s  che aply and quickly without going to court. This may lowe r the  thre shold for conte nt produce rs  to de fe nd the ir rights . This will incre ase  le gal

ce rtainty for use rs  and pote ntially also trust in the  fairne ss  of platform ope rations.

The user can demand the use of a dispute resolution body.

The user can be given the opportunity to seek a solution from a dispute resolution body.

The user can, in any case, sue the company if they wish. 





4REELZ's  conte nt mode ration te am re fle cts  on the  difficulty of ide ntifying "ille gal conte nt". By law, a company is  not liable  for conte nt publishe d on its  platform if the

mode rators  are  unaware  of it.

Ale x, the  he ad of 4REELZ's  mode ration te am, was ale rte d whe n his  compute r be e pe d twice . Two ne w re ports ,  both from othe r mode rators .

Ale x quickly che cke d the  first re port. Appare ntly, some one  had uploade d a vide o that had background music and the  copyright holde r of the  music had

re que ste d the  platform to re move  the  vide o. The  pre vious mode rator had writte n in the  notification: "The re  is  music in the re , but it's  just playing in the

background while  the  vide o is  be ing shot. Do we  re ally ne e d to do anything?"

It was a good que stion. Ale x kne w that the  Digital Se rvice s  Act re quire s  the  re moval of "ille gal conte nt" and that the re  we re  some  guide line s  for ide ntifying

it. But the  tangle  of national and inte rnational laws, comple x rule s  and e xce ptions, and strange  borde rline  case s  me ans that de fining some thing as  "ille gal

conte nt" is  quite  difficult. 

SUBMIT

The re  we re  some  good things too. As one  lawye r said, "Article  6(1) of the  Digital Se rvice s  Act says  that storage  se rvice s  are  not liable  for use r-submitte d

conte nt if the y are  unaware  that some thing ille gal is  happe ning. And if the y so notice  some thing ille gal,  the y must take  action quickly." Unfortunate ly, this

didn’t he lp whe n the  re port of ille gal conte nt came  in. It was time  to ask the  lawye rs  what to do.

Ale x had just s tarte d writing a me ssage  to the  le gal de partme nt whe n some one  knocke d on his  door. He  saw one  of the  mode rators ,  Tom, standing in the

doorway. "He y, sorry to inte rrupt, I just wante d to che ck if you've  had a chance  to look at the  re port I se nt?" 

"Huh, not ye t,  sorry. I'm still working on the  pre vious one ," Ale x said, inviting Tom in. "What's  up?" 

Tom sat down. "Short ve rsion: a use r on our s ite  uploade d vide os that show him bre aking into pe ople 's  home s. We  re ce ive d a re port from one  of the se

truste d flagge rs  de manding that we  re move  the  vide o."

"Sounds like  a cle ar case . What's  the  proble m?"

4REELZ 1 /2

Test your knowledge

How can illegal content be identified?

4REELZ 2 /2

The Digital Services Act defines what is illegal.

Illegality is determined based on all applicable laws.



"The  proble m is  that I've  be e n pre tty busy and this  re port has  be e n in the  que ue  for a while . Now the  re porte r says  we  have n't acte d fast e nough.

Appare ntly, this  party is  a truste d flagge r, so I probably should have  prioritise d the  case ?" 

Ale x s ighe d. "That's  right. Do you re me mbe r the  training we  had on the  Digital Se rvice s  Act? It talke d about groups that can ge t truste d flagge rs  status .

Appare ntly, the se  are  suppose d to be  inde pe nde nt groups that spe cialise  in ide ntifying ille gal conte nt. The y are  also suppose d to publish an annual re port

on what the y have  done  and whe the r the  platforms took the m se riously."

"So I should have  put the m at the  front of the  que ue  ahe ad of othe rs?"

“In the  future , pre tty much. But for now, it's  okay. 4REELZ was still a small busine ss  a fe w months ago, and e ve n though we 've  grown to a me dium-size d

company, we  still have  a ye ar be fore  we  re ally have  to follow the se  rule s . We  ne e d to build a syste m that he lps  us  automatically de te cts  the se  re ports ." 

"Okay. Do you want me  to handle  this  case  or will you?"

"Le ave  it to me . I have  to finish this  copyright case , but the n I'll ge t right it."

Thought exercise

Can you think of any organisations that could act as  truste d flagge rs  in the ir fie ld, me aning that the y would ide ntify ille gal conte nt? Diffe re nt type s  of ille gal conte nt

can include  the  misuse  of music, counte rfe it products ,  hate  spe e ch, de famation and unsubstantiate d he alth claims.

Transparent policies 

Whe n was the  last time  you re ad the  te rms of use  for the  digital se rvice  you use ? Fe w of us  do, and fe w of us  can unde rstand how the  digital se rvice  works whe n the

te rms of use  are  ne w and difficult to inte rpre t. 

With the  Digital Se rvice s  Act,  the  time  of the se  vague  te rms of use  and ways of doing things is  ove r. 

Digital se rvice s  will have  to ope rate  e thically. The y will be  e xpe cte d to analyse  risks  and communicate  the ir practice s  transpare ntly and unde rstandably. For digital

se rvice  use rs ,  this  me ans a safe r,  more  pre dictable  and re liable  use r e xpe rie nce  whe re  fundame ntal EU rights ,  such as  fre e dom of spe e ch, fre e dom of the  pre ss  and

pluralism can be  fully re alise d.

New rules to increase transparency in running digital services

You will easily learn how the platform works. –

Platform services : The  se rvice  must cle arly and s imply e xplain its  conte nt mode ration policy without using jargon. This information must be  writte n in cle ar,  s imple , unde rstandable ,

use r-frie ndly and unambiguous language . Se rvice s  aime d at minors  must also e xplain things in a way that is  appropriate  for minors . Use rs  must be  informe d of any change s to the

policy. 

Very larg e  online  platforms or search eng ines : The se  must also publish information in use rs ' own language s and in a machine -re adable  format.

Example 

Simon the Social Media User: “It helps if I really understand the rules of these services. Even children are clearly told what kind of content they can produce

when the make their own mini-games on a gaming platform."



Example 

Irene the Influencer: "I no longer have to ask my agent what content is allowed, because the rules are explained in clear language."

You can trust the platform and the sellers. –

Online  platforms : The  se rvice  must e nsure  that its  we b or use r inte rface  doe s not misle ad or manipulate  use rs . For e xample , use rs  must be  able  to make  de cis ions about the  use  of

the ir own data and the  vis ibility of the ir conte nt, without be ing dire cte d by the  se rvice  to make  choice s  de sire d by the  se rvice . The  use r's  choice s  must also be  re spe cte d, and the y

cannot be  re pe ate dly aske d for pe rmission for some thing the y have  alre ady re fuse d. 

Marketplaces : Marke tplace s  must adhe re  to a high le ve l of consume r prote ction. The  se rvice  must know its  busine ss  use rs  and ope nly disclose  the ir busine ss-re late d information

be fore  busine ss  use rs  can start offe ring the ir products  and se rvice s  on the  platform: busine ss  contact de tails ,  a copy of the ir ide ntification docume nt, payme nt de tails  and a busine ss

re gistration numbe r or e quivale nt. If a marke tplace  be come s aware  that a trade r's  offe r is  ille gal,  it must notify all known custome rs, e ithe r publicly or dire ctly,  for the  past month.

Example 

Harry the Hairdresser: "Now I can buy more products online with confidence, because there is better information about the sellers and products. Before, there

was always the fear that the bottle might just contain diluted pine soap."



You know who to contact if you have a problem. –

Intermediation services : The  se rvice  must have  a contact point whe re  use rs  can communicate  e le ctronically,  quickly and in a use r-frie ndly way with its  re pre se ntative s . Use rs  must be

able  to contact a re al pe rson if the y ne e d to – a virtual age nt or chatbot is  not e nough. 

The  se rvice  must also have  an EU contact point whe re  diffe re nt authoritie s  can communicate  with the  se rvice .

Example 

Davina the Development Manager: "We run ads on our website, so we also had to add the option to speak to a customer service representative to the chatbot.

Overall, we needed to make our contact channel information more visible."

Example 

Rachel the Researcher: "A lot of the disinformation we found has been on the platforms of international digital giants. Luckily, they now have a contact point in

the EU, so it’s a straightforward process."

Large platforms must mitigate the social risks posed by their activities. –

Very larg e  online  platforms  and search eng ines can pose  risks  to both the ir use rs  and to socie ty. 

The se  four cate gorie s  of syste mic risks  ne e d to be  thoroughly asse sse d: 

Risks  re late d to the  disse mination of ille gal conte nt. Ille gal conte nt may include  child se xual abuse  mate rial or ille gal hate  spe e ch. Risks  may also conce rn othe r type s  of se rvice

misuse  for criminal or ille gal activity (such as  the  sale  of prohibite d goods or se rvice s ,  including dange rous or counte rfe it products  or ille gally trade d animals). 

Impacts  on the  e xe rcise  of fundame ntal rights ,  such as  human dignity, fre e dom of e xpre ssion and information, me dia fre e dom and pluralism, the  right to privacy, non-

discrimination, childre n’s  rights  and consume r prote ction. Provide rs  of ve ry large  online  platforms and se arch e ngine s  should asse ss  risks  to childre n's  rights  and take  into

account, for e xample , how e asy it is  for minors  to unde rstand how the  se rvice  works and how the y may be  e xpose d to conte nt through it that may harm the ir he alth or physical,

me ntal and moral de ve lopme nt. 

Ne gative  impacts  on de mocratic proce sse s ,  public de bate  and e le ctions, and public safe ty. 

Se rvice s  are  de signe d, ope rate d or use d (possibly for manipulative  purpose s) in a way that is  de trime ntal to public he alth or the  prote ction of minors . This may cause  se rious

harm to a pe rson's  physical and me ntal we ll-be ing or le ad to ge nde r-base d viole nce . Such risks  can also arise  from coordinate d dis information campaigns on public he alth. Risks

may also arise  from the  de sign of the  se rvice 's  use r inte rface , for e xample , by de ploying te chnologie s  to e ntice  use rs  to use  the  se rvice . 

To counte r the se  risks , the y must:



Business story 

Expanding a digital service into a marketplace 

conduct a thorough risk analysis  and minimise  the  ide ntifie d risks  that may arise  from the  use  of the  se rvice

coope rate  with the  EU and inde pe nde nt auditors

e stablish the ir own inde pe nde nt inte rnal monitoring office

commission an annual inde pe nde nt audit of the ir activitie s

provide  the  Commission, whe re  appropriate ,  with acce ss  to the  ne ce ssary information to e nsure  compliance  with the  rule s  and the  re quire d risk manage me nt

provide  approve d re se arche rs  with acce ss  to the ir data to e nable  the m to be tte r ide ntify and unde rstand syste mic risks  in the  EU and to asse ss  the  ade quacy, e ffe ctive ne ss  and

impact of risk manage me nt.

Example

Rachel the Researcher: "Individual fake posts are one thing, but the risks to democracy and European values posed by the platforms as a whole are even more

important. Our team closely monitors platform risk assessments and audits and regularly contacts their internal monitoring offices."





4REELZ is  looking to e xpand its  busine ss  mode l. It wants  to offe r its  use rs  a marke tplace  for additional paid se rvice s  and is  conside ring its  obligations unde r the  Digital

Se rvice  Act. We  follow the  manage me nt te am's  me e ting.

Jaana stood up. "So far,  our use rs  have  be e n able  to upload vide os to our se rvice , but the y have  had to e dit the ir vide os using diffe re nt tools . Our ne w proje ct

will change  that. It should also he lp dive rsify our source s  of income . 

"The  proje ct is  two-fold. First,  we  will e xpand the  e diting tools  we  offe r our use rs  so that the y can add audio and e ffe cts  dire ctly to the ir vide os on the ir

phone s. The n we’ll cre ate  a marke tplace  whe re  use rs  can buy and se ll music, e ffe cts  and the  like  to othe r use rs  for use  in the ir vide os. The  se lle r will have  a

marke tplace  for the ir graphics ,  music and more . The  vide o make r will have  e asy acce ss  to the m. And we  ge t a cut of the  sale s . Eve ryone  wins."

Jaana sat down afte r spe aking.

The  chairpe rson of the  me e ting nodde d. "Thank you, Jaana and the  sale s  te am. And what about Le e vi and the  Le gal te am?"

It was Le e vi's  turn to stand up. "We  se nt you a me mo that cove rs  issue s  such as  VAT and inte lle ctual prope rty. But I also want to bring up the  Digital Se rvice s

Act in this  me e ting. This ne w proje ct would make  us  a se rvice  provide r “allowing consume rs to conclude  distance  contracts” with us . This me ans that we

ne e d to build our marke tplace  in such a way that we  colle ct the  ne ce ssary ide ntification data from the  trade rs  and display it to use rs . We  must se e k to ve rify

that the y provide  this  information. We  also ne e d to do random che cks with busine ss  re giste rs  and othe rs  to e nsure  that the  se lle rs ' information and

se rvice s  are  le gal."

Viljo, from the  planning de partme nt, frowne d. "Okay, but what doe s  that actually me an?"

"We ll,  trade rs  are  alre ady e xpe cte d to provide  this  information to the ir custome rs be fore  a sale . Howe ve r, the  Digital Se rvice s  Act re quire s  us  to actually

make  sure  that this  information is  available . Also, whe n we  add this  information, we  have  to make  it as  use r-frie ndly as  possible ,  so we  ne e d to think about

that whe n de signing the  se lle r's  re gistration page . It me ans that the  se lle r has  to provide  us  with this  information or the y will not be  able  to re giste r on the

platform. The  rule  doe s  not apply to individuals ,  only to companie s  and individuals  classifie d as  trade rs . We  ne e d to conside r how to re liably distinguish

be twe e n diffe re nt use rs ."

"And what about the  obligation to che ck whe the r trade rs  offe r ille gal goods or se rvice s?" the  chairpe rson aske d.

4REELZ



"The  le gis lation give s  e xample s  of che cking national comme rcial re giste rs  and VAT information, or of asking trade rs  to provide  re liable  e vide nce  that what

the y say is  true . The  good thing is  that we  are  not re quire d to take  e xce ssive  or costly action as  long as  we  do our be st to ve rify the  information.

"This is  cle ar. We ll,  I gue ss  we  ne e d to think about this  prope rly, do our be st,  and the n make  sure  we  docume nt our actions as  thoroughly as  possible ."

Thought exercise

How might your own online  shopping be haviour change  if you could be tte r trust e ach se lle r and the  authe nticity of the ir products? 

What are  your thoughts  on the  fact that e ve ry small busine ss  se lling products  online  has  to prove  that the y are  a ge nuine  e nte rprise  and provide  the  platform with

accurate  information about itse lf?

Interview: Robert Torvelainen, how is Wolt preparing for the new regulation?

Robe rt Torve laine n is  the  EU re gulatory e xpe rt at the  food de live ry company Wolt. He re  he  e xplains  how the  company is  pre paring for the  ne w obligations unde r the

Digital Se rvice s  Act.

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.

03:34

Test your knowledge

How is Wolt preparing for the new obligations under the Digital Services Act?

By collecting information about the sellers using Wolt's platform, such as restaurants.
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Interview: Sari Tegström, what is RegTech technology used for? 

Sari Te gström is  a manage me nt consultant. In this  vide o, she  e xplains  what Re gTe ch, or re gulatory te chnology, is  and how it can bring various be ne fits  and e ase  to

companie s  navigating comple x re gulations and using data.

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.

04:36

Test your knowledge

What characteristics of RegTech does Sari mention in the video?

By disclosing the operation of their recommendation algorithms. 

By collecting information about food buyers. 

By publishing their own transparency report before the Digital Services Act comes into effect.

RegTech is not just technology, but also knowledge and expertise. 
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Points to remember

The Dig ital Services Act applies to a wide  rang e of dig ital services, such as  se arch e ngine s , social me dia platforms, app store s  and othe r

marke tplace s . Digital se rvice s  are  divide d into diffe re nt cate gorie s  in the  Act,  e ach with diffe re nt obligations to act more  re sponsibly:

a. An intermediary service  is  a digital se rvice  that transmits  data, conte nt or comme rce  be twe e n individuals  and companie s . It can be  divide d

into thre e  subgroups:

1. The basic transfer of information and content, which is  the  basis  of all digital se rvice s .

2. Caching  or temporary storag e  of information, which involve s  the  automatic,  te mporary and short-te rm storage  of information. Such

se rvice s  are  crucial for large  online  se rvice s  to e nsure  smooth and e fficie nt data transfe r ove r the  inte rne t.

3. Storag e  and retention of user data, which include s cloud-base d se rvice s  for photos or various we bsite  se rvice s  and we b hosting

se rvice s  that allow you to cre ate  and manage  your own blog or company we bsite .

b. A dig ital platform is  a digital se rvice  that distribute s  use r-ge ne rate d conte nt to a wide  audie nce  and provide s  a me e ting place  for pe ople ,

such as  a social me dia platform or app store .

c. Very larg e  dig ital platforms or search eng ines are  digitally s ignificant se rvice s  that play an important role  in socie ty. The y are  subje ct to

the  main obligations unde r the  Digital Se rvice s  Act. The  Europe an Commission maintains  an up-to-date  lis t of ve ry large  online  platforms and

se arch e ngine s . Example s  include  Google  and Microsoft se arch e ngine s , as  we ll as  we ll-known platforms such as  Face book, Instagram,

TikTok, Twitte r,  Snapchat,  Linke dIn, and YouTube . On the  e -comme rce  s ide , Apple  and Google 's  app store s  are  on the  lis t,  as  are  Amazon,

Alibaba, Booking.com, and Zalando.

1

The Dig ital Services Act applies to a larg e  number of companies that provide  dig ital services. If you are  a digital se rvice  provide r, re me mbe r

that it can take  time  to pre pare  prope rly for the  change s. Howe ve r, the  he avie st obligations apply to ve ry large  digital platforms and se arch

e ngine s, with far more  e xce ptions for small busine sse s . Small busine sse s  are  e xe mpt from the  following obligations:

a. Internal complaints handling system

b. Alternative out-of-court dispute resolution

c. Trusted flaggers

2

Automating processes subject to regulation ensures that the company operates correctly. 

The retail sector is the largest user of RegTech. 

RegTech is typically a type of cloud-based solution. 

RegTech can be used, for example, in reporting data regulation issues to regulatory authorities. 

https://digital-strategy.ec.europa.eu/en/policies/dsa-vlops


Cont inue

d. Measures to prevent and protect against abuse

e. Transparency reporting obligations for digital platform providers, except for information on monthly users

at the request of the digital service coordinator or the Commission

f. Planning and organisation of application programming interfaces (APIs)

g. Advertising on digital platforms

h. Transparency of recommendation systems

i. Protection of minors online

j. Obligations applicable to marketplaces

Advertising  targ eting  will become more  transparent. Digital platforms will no longe r be  allowe d to targe t adve rtis ing to minors  or base d on

se nsitive  pe rsonal data. The y will also have  to inform use rs  whe n the y are  be ing targe te d with adve rtis ing and disclose  whe n conte nt is

sponsore d and who paid for the  adve rtise me nt. Platforms must also disclose  whe n conte nt cre ators  publish conte nt paid for by some one  e lse .

3

Illeg al content will be  removed more  effectively from digital se rvice s ,  and lawful conte nt will re main online  more  re liably. All s torage  se rvice s

must have  notification and action proce dure s  for handling ille gal conte nt. Online  platforms must also have  an inte rnal syste m for handling

complaints . Use rs  can challe nge  a de cis ion made  by the  platform through an alte rnative  out-of-court dispute  re solution proce dure .

4

Every intermediary service  must have  a sing le  point of contact for use rs ,  national authoritie s  and EU authoritie s .5

The Dig ital Services Act will open up data on the  activities of intermediary services. All inte rme diary se rvice s  must publish annual re ports  on

conte nt mode ration. In addition, online  platforms and ve ry large  online  platforms and se arch e ngine s  must publish more  de taile d information

on the ir activitie s  annually.

6
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The  ke y re forms of the  Digital Marke ts  Act that will be ne fit you as  a pote ntial use r of,  or compe titor for, digital gate ke e pe r se rvice s  are  groupe d into thre e  the me s in

this  se ction:

Theme 4 of 6

4. Restrictions on digital giants

The largest companies offering digital services have a lot

of social power – and now even more obligations. The

Digital Markets Act will benefit small and medium-sized

enterprises, making the competitive landscape fairer

compared to digital giants.

Test your knowledge 

True or false? The Digital Markets Act only obliges large companies to change their business practices.

More  options for digital gate ke e pe r se rvice s  may e me rge .1

True

False



Each the me  first de scribe s  the  starting point that the  re forms introduce d by the  Digital Marke ts  Act aim to make  faire r. Through the  e xample  storie s ,  we  e ncourage

you to think about how the  re forms will affe ct you as  a busine ss  or an individual,  and what opportunitie s  the y may bring.

Ple ase  note  that digital gate ke e pe rs  may also be  subje ct to the  obligations of the  Digital Se rvice s  Act discusse d in the  pre vious se ction.

Digital Markets Act

Digital Markets Act, DMA

Came into force on 1st November 2022 

Became applicable from 2nd May 2023 

Only applies to the largest core platform service providers (so-called gatekeepers), which the Commission names separately. The

European Commission maintains an up-to-date list of core platform services and gatekeepers

Instead of obligations, it opens up significant opportunities for SMEs

Gatekeepers will be required in future to act more fairly towards smaller businesses

Interview: Tone Knapstad, what is the Digital Markets Act about?

Tone  Knapstad is  a re se arche r spe cialis ing in the  Digital Marke ts  Act. In this  vide o, she  e xplains  which companie s  the  Act affe cts . She  also clarifie s  how it diffe rs  from

the  Digital Se rvice s  Act and what be ne fits  it brings to use rs  and busine sse s .

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.

Othe rs  may also be ne fit from the  data asse ts  of digital gate ke e pe rs .2

Whe n you use  the  se rvice s  of a digital gate ke e pe r, you will ge t faire r algorithmic re comme ndations and se arch re sults .3

https://digital-markets-act-cases.ec.europa.eu/gatekeepers
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Cont inue

More options for gatekeeper services

If you use  a digital giant's  marke tplace  or anothe r gate ke e pe r's  core  platform se rvice  for your busine ss ,  you may have  found that you cannot offe r your products  or

se rvice s  on othe r online  platforms – at le ast not on be tte r te rms or at lowe r price s . 

04:12

Test your knowledge

What are the special features of the Digital Markets Act mentioned in the video?

It creates fairer opportunities for competition. 

It sets fair ground rules for digital giants or gatekeepers. 

It creates better market access opportunities for SMEs. 

It enables different instant messaging services to work together. 



In addition to the ir core  platform se rvice s ,  gate ke e pe rs  ofte n offe r ancillary se rvice s  such as  ide ntification or payme nt se rvice s . If a gate ke e pe r re quire s  the  use  of

ancillary additional se rvice s  in conjunction with its  core  platform se rvice , we  as  use rs  have  no re al choice  be twe e n compe ting options. 

Core  platform se rvice s  also include  diffe re nt de vice s  and ope rating syste ms (e spe cially smartphone s, the ir ope rating syste ms and app store s). Gate ke e pe rs  may

se e k to ke e p the ir hardware  fe ature s  hidde n from othe rs  and thus make  the ir own apps be tte r than the ir compe titors . The y can also force  the ir own apps onto use rs '

de vice s ,  pre ve nting the  installation of alte rnative s  and re quiring the  use  of the ir own ancillary se rvice s  (such as  payme nt, location and ide ntification) in the  apps.

New rules to give users more freedom to choose their digital services

As a service customer, you are free to switch to a competitor's service –

The  gate ke e pe r must allow use rs  - both individuals  and busine sse s  - the  ability to transfe r the ir data e fficie ntly. Data transfe r is  possible  in re al-time , for e xample  through high-quality

application programming inte rface s . Use rs  have  more  choice  of se rvice  provide r, and multihoming is  e asie r. 

Use rs  must also have  imme diate  and fre e  acce ss  to all the  data the y have  provide d and ge ne rate d whe n using core  platform se rvice s . The y have  the  right to re ce ive  this  data in a usable

format. 

The  gate ke e pe r must not te chnically or othe rwise  re strict use rs ' ability to

start using diffe re nt software  applications and se rvice s

acce ss  online  conte nt or se rvice s

switch inte rne t se rvice  provide rs .

Eve n if a company ope rate s  on a gate ke e pe r's  platform, it must be  able  to offe r the  same  products  and se rvice s  e lse whe re , at diffe re nt price s  and on diffe re nt te rms. Eve n if a company

acquire s  a custome r through a core  platform se rvice , it can still contract or se ll to that custome r outside  the  platform. And e ve n if a company's  se rvice  use s  se rvice s  that are  ancillary to

the  core  platform se rvice  (such as  login), custome rs cannot be  force d to use  the m if othe r alte rnative s  are  available  e lse whe re .

Example 

Irene the Influencer: "In this industry, you have to go where the audience goes. The hottest platforms of two years ago are soon history. It's pretty radical that I

can transfer content I want, with views and comments, to a new platform when it's time to leave the old service behind. So, I don't have to start from scratch on a

new platform."

Example 

Harry the Hairdresser: "I am an importer of these natural cosmetics products and I sell them to my customers. An important part of my sales takes place on the

Beta marketplace, but I prefer to sell supplements directly to my regular customers, and at a slightly lower price when the commission taken by the

intermediary service is removed."



You are free to use additional services provided by companies other than digital giants –

Gate ke e pe rs  offe r se ve ral additional functions that are  use ful for busine sse s ,  among the m ide ntification se rvice s ,  payme nt se rvice s ,  we b browse rs  and map se rvice s . Companie s  are

fre e  to use  the se  additional functions or the y can choose  alte rnative  one s provide d by othe r companie s . The  gate ke e pe r cannot the re fore  force  a company to use  only its  own

se rvice s . 

Example s : 

You can use  the  payme nt functions on your smartphone  othe r than the  manufacture r's  own payme nt function. 

In an ope rating syste m, you can choose  which browse r to use . The  pre -installe d one  can be  re move d. 

A use r of a social me dia se rvice  cannot be  force d to s ign up for othe r se rvice s  in the  same  product family.

Example 

Davina the Development Manager: "A large part of our content is for subscribers. Previously, we had to use Beta's services for sales and customer

identification, and the service fees were quite high. Now, we can use our own identifiers and handle orders and additional sales without intermediaries, even if

customers found us through Beta's social media channels."



You can remove pre-installed software from your smartphone –

The  gate ke e pe r cannot dictate  which applications are  use d in the  syste m it provide s . This applie s  e spe cially to smartphone s. Use rs  have  the  right to uninstall pre -installe d applications

that are  not e sse ntial to the  syste m's  usage . A gate ke e pe r must not only re quire  the  use  of its  own applications or app store  but must offe r use rs  the  opportunity to use  alte rnative s

e fficie ntly. 

If your company de ve lops applications, the  gate ke e pe r must allow and make  it te chnically fe asible  for your ancillary se rvice  to be  installe d and use d e ffe ctive ly, for e xample  on

smartphone s. Gate ke e pe rs  must not re strict e nd-use rs ' fre e dom of choice  by te chnically pre ve nting the  switching or subscribing to software  applications and se rvice s .

In the  case  of hardware  de ve lopme nt (such as  smartphone s),  the  de vice  or ope rating syste m provide d by the  gate ke e pe r must allow othe r product manufacture rs  e qual acce ss  to the

de vice 's  te chnical fe ature s  so that the y can de ve lop the ir own solutions and applications as  alte rnative s  to those  provide d by the  gate ke e pe r.

 

Example s : 

In the  future , it will be  possible  to install alte rnative  app store s  on smartphone s. This will incre ase  compe tition, which will in turn promote  re asonable  and compe titive  price s  for

applications and fre e dom of choice  for use rs .

 Use rs  can disable  the  manufacture r's  pre -installe d map app and install anothe r company's  map se rvice  inste ad.

Example 

Simon the Social Media User: "I bought a new phone for my child, and it was filled with weird games and social media services. In the past, these pre-installed

applications could not be removed, but luckily I was able to uninstall them now so that my kids don't accidentally wander into dangerous waters."

You can send instant messages from one service to another –

Whe n anothe r company re que sts  it,  the  gate ke e pe r's  instant me ssaging syste m must be  inte rope rable  with othe r instant me sse nge rs . This me ans that the  gate ke e pe r cannot

pre ve nt a use r from me ssaging with a use r on anothe r syste m. 

In the  future , me ssage s  be twe e n two use rs  and within groups must be  able  to be  se nt smoothly from one  syste m to anothe r. In addition to te xt me ssage s , it must be  possible  to se nd

image s, audio me ssage s , vide os, file  attachme nts , and audio and vide o calls . This obligation doe s not apply to traditional phone  numbe r se rvice s ,  such as  te xt me ssage s .

Example s : 

A use r of instant me ssaging se rvice  X can se nd a me ssage  to a use r of instant me ssaging se rvice  Y. 

A use r of se rvice  Y can be  adde d to a group on se rvice  X.

You no longe r have  to think about which instant me sse nge r to use  to re ach a particular pe rson, you can just contact the m - me ssage s  trave l be twe e n instant me ssaging syste ms.



Business Story 

Competing companies are free to advertise to users and direct them away from the digital

giant's services

Example 

Simon Social Media User: "It used to be really difficult when you had to remember which instant messenger to use for each friend and colleague. Luckily, we've

moved past that Stone Age era and all instant messaging systems work together, just like phones."





Game  company UG is  facing proble ms promoting its  othe r products  to its  playe rs .

UG game  company has  a popular game  calle d PuluPe li. It can be  playe d both in the  app and via UG's  we bsite  on the  browse r. As the  game 's  popularity has

grown, more  and more  use rs  have  downloade d the  game  as  an app. The  gate ke e pe r Be taApps is  the  most popular app store , with most downloads coming

from the re . In the  game , playe rs  can also buy e xtra live s  and e quipme nt for the ir pige on. Buying e xtra game  fe ature s  is  che ape r whe n playing on the

we bsite  than on the  app. This is  be cause  Be taApps charge s  a fe e  for all purchase s  made  from apps downloade d from Be taApps. The  fe e  is  colle cte d through

Be ta's  own payme nt se rvice , Be taPay. One  of the  game 's  de ve lope rs , Antti,  ran into proble ms running ads for the  game  and was se nt to talk to a lawye r.

"I notice d that we  can't adve rtise  offe rs  on Be taApps downloade d PuluPe li app that would dire ct playe rs  away from it to our we bsite ," Antti e xplaine d. "We

would like  to have  se asonal offe rs  on our we bsite ,  but we  can't adve rtise  such the m on the  app. That's  why marke ting is  difficult."

The  lawye r frowne d: "You me an you can't add such an offe r to the  app's  ad inve ntory?"

Antti nodde d.

"We ll,  Be ta can't pre ve nt you from adve rtis ing your offe rs  on the ir adve rtis ing platform."

"I can se e  why the y don't want to allow it,  as  it me ans we  would be  re dire cting use rs  from the  game  app to our own we bsite . Of course , this  would improve

the  vis ibility of our othe r game s, but what would it me an for Be ta? It wouldn't be  as  profitable  for the m."

"But Be ta has  to allow such offe rs  in the  app," the  lawye r e xplaine d. "Eve n if the  ad dire cts  use rs  away from the ir platform, so that the y can ge t a lowe r price ."

"Okay. So we  have  to take  furthe r action. And now that I'm he re , I want to le t you know that we 're  giving up Be taPay payme nt se rvice  and introducing our

own payme nt se rvice  in the  app."

"That's  inte re sting!"

"Ye ah, the  te am has worke d hard to de ve lop the  payme nt se rvice . But we 've  alre ady e ncounte re d some  proble ms te sting the m in the  PuluPe li app."

UG



The  lawye r assure d Antti that Be ta could not de mand the  use  of Be taPay in the  game  app: UG is  e ntitle d to introduce  its  ne w payme nt se rvice . "And

re me mbe r, if the  proble ms continue , Be ta can't pre ve nt you from re porting the  matte r to the  authoritie s  or from le aving the ir platform altoge the r."

Antti said he  didn't think the  s ituation would come  to that. He  was re lie ve d to know that Be ta could not pre ve nt such change s from be ing made  to PuluPe li.

Thought exercise

For e xample , in smartphone  app store s , the  owne r of the  marke tplace  can typically take  a 30 pe rce nt margin on sale s . If apps can use  othe r payme nt se rvice s  to make

purchase s , that margin is  lost. Do you think this  make s price s  more  affordable  for use rs? And how might app store s  re act? Can the y ope rate  without the se  margins?

Business Story 

The services of a large company must not hinder the use of smaller apps



UG is  facing ne w proble ms afte r introducing its  own payme nt se rvice  app.

UG's  payme nt se rvice  works like  a charm. It has  be e n re le ase d as  its  own app in various app store s . But UG has notice d that its  payme nt se rvice  is  not

popular in apps downloade d through Be taApps and is  wonde ring why. Game  de ve lope r Antti inve stigate d and re porte d his  findings to the  te am.

"I notice d that our payme nt app has  be e n ge tting bad re vie ws on Be taApps. I re ad the  re vie ws, and it se e ms that the  app doe sn’t work prope rly. The re  are

cle arly proble ms with mone y transfe rs ,  and the  app se e ms to work ve ry s lowly. The  instability has  raise d que stions about how safe  it is  to use . I don't

unde rstand what's  going on be cause  we  didn't have  this  proble m during te sting."

"I have n't notice d anything in my own app," one  colle ague  said. But anothe r inte rrupte d. "The  proble ms only appe ar in apps downloade d through the

Be taApps store  for Be ta's  ope rating syste m phone s."

"It can't be  true ," Antti said angrily.

"If this  is  the  case , the  proble m may be  in the  compatibility of the  payme nt se rvice  app with Be ta's  ope rating syste m. In that case , it won't work prope rly on

phone s running that ope rating syste m," the  colle ague  continue d.

Antti re calle d the  conve rsation with the  lawye r and said, "That's  right! If that's  the  case , it's  not allowe d. The  platform must not inte rfe re  with our payme nt

se rvice , unle ss  our payme nt se rvice  would compromise  the  inte grity of Be ta's  ope rating syste m."

"I don't think this  is  happe ning, and if it we re , Be ta would have  to justify it. Le t's  run some  te sts ,  just to be  sure ."

"By the  way, are  we  sure  we  have  all the  te chnical spe cifications to e nsure  that our app is  compatible ?" one  of the  programme rs aske d.

Antti wasn't sure . "Since  we  have  the  right to re ce ive  all information in a usable  format, we  should have  the  right information. But le t's  che ck this  too."

While  running te sts ,  the  te am found a ne w proble m: te am me mbe rs  with Be ta's  ope rating syste m phone s we re  unable  to se t up UG's  payme nt app as  the ir

de fault app. Only Be ta's  Be taPay payme nt app could be  use d as  the  de fault payme nt app.

Antti re calle d that this  might not be  le gal if Be ta had made  the  block de libe rate ly. "Making it difficult or impossible  to se t our payme nt se rvice  as  the  de fault

is  ille gal. I be tte r go se e  the  lawye r again."

UG



Thought exercise

Have  you notice d your smartphone  or compute r re comme nding ce rtain apps for you, pe rhaps re pe ate dly? How many use rs  notice  or bothe r to choose  an option not

re comme nde d by the  syste m?

The gatekeeper's data assets benefit others too

The  large st digital se rvice  provide rs  have  acce ss  to vast amounts  of data on the ir use rs . 

If you use  a digital giant's  social me dia platform or othe r gate ke e pe r core  platform se rvice  in your busine ss ,  you may find that the  gate ke e pe r also offe rs  its  own

products  or se rvice s  that compe te  with yours . Unle ss  you have  acce ss  to the  same  use r data as  the  gate ke e pe r, you're  in an unfair compe titive  position.

In the  future , use rs  compe ting with the  gate ke e pe r's  offe rings must have  e qual acce ss  to the  same  data about the  core  platform's  use rs  as  the  gate ke e pe r. This will

furthe r le ve l the  playing fie ld to make  compe tition faire r.

New rules on sharing data

Digital giants are not allowed to combine user data from different services without permission –

Without the  use r's  conse nt, it is  prohibite d to:

combine  pe rsonal data be twe e n the  gate ke e pe r's  own se rvice s  and othe r se rvice s ;

re giste r use rs  with the  gate ke e pe r's  diffe re nt se rvice s  to combine  pe rsonal data;

use  pe rsonal data obtaine d from othe r se rvice s  for adve rtis ing (such as  whe n a use r logs  in to a ne w se rvice  with a social me dia account).

Example

Simon the Social Media User: “I wonder if I can now trust that the messages I write in instant messaging apps or emails won't influence the ads I see on social

media?"



Business story

Digital giants are not allowed to use the data they collect about their users to compete with business users of the

platform
–

The  gate ke e pe r colle cts  a lot of information about use rs ' move me nts  on its  platform. The  gate ke e pe r must not use  this  information to gain an advantage  ove r companie s  ope rating on

its  platform. If the  gate ke e pe r use s  the  data, for e xample  to re comme nd ce rtain products  to custome r groups base d on the ir be haviour, this  data must also be  available  to the  se rvice 's

busine ss  custome rs, while  re spe cting the ir privacy.

A se arch e ngine  se rvice  provide r compe ting with the  gate ke e pe r must have  acce ss  to consume r be haviour data on fair,  re asonable  and non-discriminatory te rms. This data will allow

the  compe titor to optimise  its  se rvice  and compe te  on an e qual footing with the  gate ke e pe r's  core  platform se rvice s .

Example 

Harry the Hairdresser: “My confidence in Beta has increased as I now have better analytics about the groups of people who browse my products and services.

Under EU regulations, I should have the same accurate view as the platform. This makes it easier to plan advertising campaigns."



When can access to data be granted?



Gaming company UG would like  to gain acce ss  to more  de taile d information about its  use rs  and custome rs on the  Be ta platform. 

Aino, the  CEO of the  game  company UG, has  he ard that the  Digital Marke ts  Act e ntitle s  the  company to acce ss  ce rtain data colle cte d by gate ke e pe r Be ta.

She  arrange s a me e ting with lawye r Atte  Tourne y to discuss  what data UG can acce ss . 

"Le t's  ge t straight to the  point. Do you use  any of Be ta's  se rvice s?" Atte  aske d. 

Aino: "We  use  se ve ral,  such as  its  app store  and se arch e ngine ."

Atte : "Whe n you use  such a core  platform se rvice  or its  ancillary se rvice , you can re que st acce ss  to the  data colle cte d in conne ction with your use  of the

se rvice ."

"Whe n you talk about data, doe s  this  also include  colle cte d pe rsonal data?"

Atte  confirme d that this  was inde e d the  case . “But in such case s  the  use r data must be  dire ctly re late d to you. Use r conse nt is  ne e de d for the ir data to be

share d."

UG 1 /3

Test your knowledge

So, user data from the app store is shared to some extent with the app developer. What data is shared?



SUBMIT

"How much do we  have  to pay for acce ss  to the  data?" Aino aske d as  she  e xamine d he r pape rs . 

Atte  assure d he r that acce ss  is  fre e  of charge . "It should e ve n be  give n in re al-time ."

"What if we  offe re d a ne w game -re late d marke tplace  that compe te s  with Be ta's  core  platform se rvice ? Is  the re  anything that can he lp us  compe te  with the

large r platform se rvice ?" Aino wonde re d. 

"We ll,  use rs  can re que st the  transfe r of the ir data produce d on the  core  platform se rvice . This is  fre e , and Be ta must e nsure  that the  transfe r works. This

should make  it e asie r for use rs  to switch to your platform, but you still ne e d to ge t use rs  to want to switch."
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Test your knowledge 

When can user data be transferred from a digital giant's core platform service like BetaApps to a smaller company's digital service, such as a UG

app store?

All user data is shared without limitation. 

Only data that directly relates to the developer's app is shared. 

Data is only shared if the user has consented to sharing it with that specific app developer. 

Data is shared without asking the user.

When registering as a UG user, the user's profile data is automatically transferred from BetaApps. 

When registering as a UG user, the user can choose to transfer their profile data from BetaApps. 

UG can request the data of all BetaApps users. 



SUBMIT

Fortunate ly, UG has a good marke ting te am working hard to promote  the  company's  ne w se rvice s . Aino is  inte re ste d in how to acce ss  Be taSe arch's  se arch

re sults  and use r data. 

Unfortunate ly, Atte  has  to disappoint he r. "This kind of acce ss  right only applie s  to companie s  that provide  ne twork se arch e ngine s , not to in-store  se arch.”

He  also pointe d out that some  of the  rule s  are  inte nde d to re strict Be ta's  actions. "For e xample , Be ta knows how many time s PuluPe li has  be e n

downloade d, what use rs  buy, and how much mone y the y spe nd on the  game  app through Be ta's  payme nt se rvice . If this  data is  not publicly available ,  Be ta

cannot use  it to plan its  own compe ting game . Be ta also cannot combine  all use r information it has  without the  use rs ' conse nt."

Aino aske d: "So, if we  found out that Be ta has  combine d the  data we  produce d on the  core  platform se rvice  with othe r data, this  wouldn’t be  allowe d?"

"In fact,  this  re striction doe sn’t apply to UG be cause  you are  a company," Atte  clarifie d. "This only applie s  to e nd use rs  who are n’t busine ss  use rs  like  you."

"So, in fact,  many of the  obligations re late d to the  use  of data focus more  on what the  gate ke e pe r, in this  case  Be ta, is  allowe d to do?"

"In short,  ye s ," Atte  confirme d.

SUBMIT
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Test your knowledge

What are the limitations on how Beta uses user data? 

BetaApps must provide the user's data in a usable format upon request. 

BetaApps is not required to provide the user with a copy of their data.

Beta can only recommend content or display ads to users based on user data that is also available to platform business

users. 

Beta can combine user data from BetaApps, BetaPay, and MyBeta to better profile users if the users give their consent. 



Recommendations and search results are determined more fairly in

gatekeeper services

A digital giant is  not allowe d to unfairly highlight its  own conte nt. Digital giants ' app store s  or othe r gate ke e pe r core  platform se rvice s  are  ofte n an important se rvice

channe l for othe r companie s  trying to re ach use rs .

Whe n you use  a gate ke e pe r's  core  platform se rvice , you may find that the  gate ke e pe r tre ats  its  own se rvice s  or products  more  favourably than its  compe titors . This

may happe n at the  e xpe nse  of a company that puts  its  own apps on the  gate ke e pe r's  app store  for sale .

You may also find that ce rtain software  applications or se rvice s  are  pre -installe d on your smartphone  or compute r. This is  anothe r e xample  of how the  gate ke e pe r can

artificially we ake n our fre e dom of choice  as  use rs  and compe tition in the  marke tplace .

New rules for fair visibility of digital services and advertisements

A digital giant is not allowed to unfairly highlight its own content –

The  gate ke e pe r must not favour its  own products  in se arch re sults  or conte nt re comme ndations. In addition, acce ss  to the  gate ke e pe r's  app store s , se arch e ngine s , and social me dia

se rvice s  and the  use r data the y colle ct must be  provide d fairly,  without favouritism. Companie s  must the re fore  have  the  same  accurate  information about the ir custome rs as  the

gate ke e pe r.

The  gate ke e pe r must not apply unre asonable  te rms in its  app store s  that give  the  gate ke e pe r an unfair advantage  ove r platform busine ss  use rs .

A company that use s  the  gate ke e pe r's  core  platform se rvice s  will be  in a be tte r compe titive  position compare d to the  gate ke e pe r if it can compe te  on se rvice  quality (the  be st offe r

wins). The  gate ke e pe r may not apply any spe cial tre atme nt in the  orde ring of products  or se rvice s  in the  core  platform se rvice  by le gal,  comme rcial,  or te chnical me ans for its  own

products  or se rvice s  or those  offe re d by platform busine ss  use rs  unde r its  control. The  orde r must be  de te rmine d on fair te rms.

Example 

Harry the Hairdresser: "Customers have told me that when they searched for my products, Beta's search engine often offered other competing products first. I

think this stopped when the EU rules came into force."

Example  

Simon the Social Media User: "Earlier, there were ads and promotions first in the search results, which Beta clearly wanted me to see among the real search

results. Now it feels like the search results are more in line with what I was looking for."



Advertisers using a digital giant's get accurate information about the effectiveness of their ads –

The  gate ke e pe r must give  adve rtise rs  pe rformance  data on the ir ads taking place  on its  platform fre e  of charge . This data must be  provide d for all ads , daily and fre e  of charge . The

gate ke e pe r must also provide  me asure me nt tools  that allow the  adve rtise r to inde pe nde ntly e xamine  the  pe rformance  of the ir ads.

Adve rtise rs  must have  fre e  acce ss  to information that he lps  the m unde rstand the  price  paid for e ach online  adve rtis ing se rvice  offe re d. This will he lp in comparing the  cost of using the

gate ke e pe r's  adve rtis ing se rvice s  with those  of compe ting se rvice s .

Upon re que st and whe re  possible ,  the  gate ke e pe r must disclose  information so that the  adve rtise r and conte nt provide r can unde rstand the  price  paid for e ach offe re d diffe re nt

adve rtis ing se rvice  at e ach stage  in the  curre nt adve rtis ing value  chain. The  gate ke e pe r must provide  fre e  acce ss  to adve rtis ing pe rformance  me asure me nt tools  and data upon re que st

that the  adve rtise r or conte nt provide r ne e ds to conduct the ir own inde pe nde nt e xamination of the ir adve rtis ing pe rformance .

Example 

Harry the Hairdresser: "I now receive very good info about the performance of my ads. I've stopped using one advertising platform because its price was too

high compared to the benefits I got."

Example  

Davina the Development Manager: "We systematically run ad campaigns that combine organic and paid visibility. Beta's analytics services have improved

tremendously, so we can now more accurately analyse the overall impact of advertising and make adjustments."



Company Story 

A digital giant's own services must not be forcefully prioritised 





Gate ke e pe rs  must not favour the ir own se rvice s  by the  way it positions se arch re sults . UG's  game  de ve lope r Antti and lawye r Atte  Torne y discuss  unusual se arch

re sult findings.

Game  de ve lope r Antti notice d that whe n using Be ta's  Be taSe arch se arch e ngine , Be ta's  payme nt se rvice  Be taPay always come s first in the  se arch re sults .

Be taPay has  e stablishe d its  position, but UG's  payme nt se rvice  has  be come  ve ry popular in the  s ix months s ince  its  launch. The  initial proble ms have  be e n

solve d. The  popularity is  re fle cte d in both usage  and downloads. Antti raise d the  issue  ove r coffe e  with the  lawye r.

"Is  Be taPay pe rhaps marke d as  sponsore d conte nt in the  se arch e ngine ?" Atte  aske d.

"No, it's  part of the  re sults ,  not paid adve rtis ing. In fact,  it's  above  the  sponsore d ads. I've  che cke d it," Antti e xplaine d.

"It could be  that Be taPay is  just se arche d for much more  than your payme nt se rvice . That would e xplain why it's  so high in the  se arch re sults ."

"True . But still,  whe n I use  othe r se arch e ngine s , our payme nt se rvice  sudde nly appe ars  much highe r, e ve n first. This puzzle s  me ," Antti said.

"Hmm. It could still be  that pe ople  go to Be ta's  se arch e ngine  to se arch for its  payme nt se rvice  to download it. Or for instructions or re vie ws. So the  re sults

might actually show the  most popular se rvice . But if it’s  not sponsore d and the re  is  no basis  for classifying it as  first,  it sounds like  the y’re  favouring the ir

own se rvice  in the  positioning, which isn’t allowe d. The  point of the  ban is  to pre ve nt gate ke e pe rs  that offe r a varie ty of se rvice s  from using this  le ve rage  to

conque r ne w marke ts ."

Antti looke d confuse d.

"If,  for e xample , a company that owns a shoe  factory also owns its  own store s  whe re  it se lls  shoe s dire ctly to consume rs, the  company has  an ince ntive  to

se ll the  shoe s to its  own store s  at a lowe r price . The  same  is  true  for Be ta. It has  its  own se arch e ngine  Be taSe arch, which many use  to find, for e xample ,

payme nt se rvice s . But it cannot use  its  position as  the  owne r of the  se arch e ngine  to tre at its  own se rvice s  more  favourably than othe rs ."

"How can the y de cide  the  orde r?" Antti wonde re d.

Atte : "The  positioning must be  base d on transpare nt, fair,  and non-discriminatory crite ria. The  same  applie s  to inde xing and the  use  of se arch robots ."

UG



Antti: "Actually,  I've  se e n the  same  thing in the ir app store  Be taApps. The  app store  puts  Be taPay first whe n se arching for payme nt se rvice s ,  e ve n whe n I

se arch for our payme nt se rvice  by name ."

"Cle ar. The  same  applie s  he re . Be ta should not favour its  own se rvice ."

Thought Exercise

Can you think of e xample s  whe re  a marke tplace  se lls  both third-party products  and products  unde r the ir own brand? Doe s the  chain favour its  own products  by giving

the m more  vis ibility in adve rtis ing or place me nt?

Interview: Jukka-Pekka Kaleva, how does the new regulation affect the gaming industry? 

Jukka-Pe kka Kale va advise s  the  gaming industry on re gulatory issue s . In this  vide o, he  e xplains  the  opportunitie s  that the  Digital Marke ts  Act can bring to game

de ve lope rs  and his  conce rns about how digital giants  will re act.

Instruction: Turn on subtitles by clicking the CC icon at the bottom of the video.

Answer: –

For e xample , physical groce ry chains produce  products  unde r the ir own brand name , which are  on the  she lve s  among othe r products . Store  chains compe te  for she lf space  with the ir

own products  against othe r produce rs . 

Also, in smartphone  app store s , the re  are  se rvice s  owne d by the  app store  owne r and those  e quivale nt se rvice s  made  by othe rs ,  which compe te  for vis ibility.
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Points to remember: 

C o n t i n u e

Test Your Knowledge

What benefits are estimated in the video that the Digital Markets Act can bring to the gaming industry? 

The Dig ital Markets Act only oblig es the  larg est companies, the  g atekeepers, to act more  fairly. A gate ke e pe r is  an ve ry large  company that

manage s a core  dig ital service  – a digital se rvice  so e sse ntial that its  use  cannot e asily be  avoide d within the  EU. The re  are  many diffe re nt core

digital se rvice s ,  including se arch e ngine s , social me dia se rvice s ,  vide o-sharing platforms, instant me ssaging se rvice s ,  ope rating syste ms,

mobile  phone  app store s , cloud se rvice s ,  le arning platforms or adve rtis ing se rvice s .

1

In practice , core  digital se rvice s  are  also ve ry large  online  platforms or se arch e ngine s , which case  the y must also comply with the  obligations of

the  Digital Se rvice s  Act. Like  for the  large  companie s  unde r the  Digital Se rvice s  Act,  the  Commission will name  the  gate ke e pe rs  (the  first lis t will

be  publishe d on 6.9.2023).

2

The Dig ital Markets Act benefits small and medium-sized enterprises compe ting with gate ke e pe rs  in the  provision of digital se rvice s .

Compe tition will be come  more  e qual,  among othe r things, be cause :

a. A te ch giant must e nable  its  use rs  to transfe r the ir data to compe titor se rvice s  fre e  of charge .

b. A tech giant may not use data not publicly available to compete with companies that use its services.

c. A tech giant may not prevent companies using its services from making complaints or seeking changes to

agreements or terms.

d. ﻿Companies using the services of tech giants can complain about gatekeepers' actions that are contrary to

good business practices – for instance discriminatory access conditions, unjustified closure of business user

accounts and unclear reasons for removing your products from the product range.

3

New mobile game marketplaces can improve game discoverability among thousands of others. 

The game company will have better profit margins when users can make in-game purchases through the game company's

own payment service. 

Game developers can develop new services using data obtained from large digital platforms. 



Digital Markets Act Digital Ser vices Act

Digital Markets Act, DMA Digital Services Act, DSA

Came into force on 1st November 2022  Came into force on 16.11.2022 

Became applicable from 2nd May 2023  Applies from 17.2.2024 

Only applies to the largest core platform service providers (so-

called gatekeepers), which the Commission names separately.

The European Commission maintains an up-to-date list of core

platform services and gatekeepers

Concerns all companies offering intermediary services, from

small businesses to those operating in the EU internal market

or offering services to EU users 

Instead of obligations, it opens up significant opportunities for

SMEs

Significant exceptions for small and micro-enterprises

Gatekeepers will be required in future to act more fairly

towards smaller businesses

Clarifies the procedures of content distributed online

Theme 5 of 6

5. Summary

In this section, you can review the key contents of the

training and familiarise yourself with FAQs

https://digital-markets-act-cases.ec.europa.eu/gatekeepers


The  Digital Se rvice s  Act will apply from 17.2.2024 to all companie s  offe ring digital se rvice s  falling within its  scope . The  Digital Marke ts  Act has  alre ady be e n in force

since  2.5.2023 and the  gate ke e pe r obligations are  in force  from 6.3.2024 onwards.

The digital services covered in the training

Le t's  de lve  de e pe r into the  diffe re nt type s  of digital se rvice s  that are  subje ct to the  Digital Se rvice s  Act and the  Digital Marke ts  Act.

The  Digital Se rvice s  Act (DSA) applie s  to all companie s , re gardle ss  of s ize , that offe r digital se rvice s . The  DSA sorts  digital se rvice s  into diffe re nt cate gorie s ,  e ach with

slightly diffe re nt obligations: inte rme diary se rvice s ,  online  platforms and ve ry large  online  platforms or se arch e ngine s . Le t's  take  a close r look at the m.

1. Intermediary services transfer data between users –

There are many names for this. The DSA divides intermediary services into three categories.

1. Pure  data transfer 

In the  EU, 90% of adults  use  the  inte rne t for various purpose s : me ssaging, information re trie val,  shopping, banking, re ading ne ws... All inte rne t se rvice s  re quire  data migration,

me aning the  transfe r of data and conte nt be twe e n diffe re nt partie s .

2. Data caching  

Data caching re fe rs  to data transfe r that involve s  the  automatic,  te mporary, and short-te rm storage  of data. Such se rvice s  are  crucial for large  online  se rvice s  to e nsure  smooth and

e fficie nt data transfe r ove r the  inte rne t.

3. Storag e  services

Storage  se rvice s  store  and re tain use r data. A familiar e xample  of a storage  se rvice  is  a cloud se rvice  that provide s  online  storage  space  for things like  your own photos. Storage

se rvice s  also include  companie s  that offe r various we bsite  se rvice s  and we b hosting, allowing you to cre ate  and manage  your own blog or company we bsite .



Example 

Davina the Development Manager (like almost everyone), uses only pure data transfer intermediary services. Davina’s media company needs an internet

connection and a domain name (company.fi) to operate. It obtains these from different intermediary services.

2. Online platforms, such as social media platforms, distribute user-generated content –

An online  platform is  an inte rme diary se rvice  that,  at the  use r's  re que st,  distribute s  use r-ge ne rate d data and conte nt to a wide  audie nce . It also provide s  a me e ting place  for pe ople

and busine sse s . 

Online  platforms include  social me dia se rvice s ,  app store s , and marke tplace s  whe re  we  can make  agre e me nts  with companie s  to buy products  or se rvice s . For e xample , food de live ry

se rvice s  use  platforms to conne ct consume rs, re staurants  and courie rs .

Example 

Irene the Influencer, uses an online platform. She publishes her content on social media services for other users and also runs her own business. So does Harry

the Hairdresser. In the EU, 40% of businesses use online platforms to reach consumers.

Example 

4REELZ is a fictional example of an online platform provider with a social media service. There are about 10,000 online platforms operating in the EU, of which

small and medium-sized enterprises run about 90%.



3. Very large online platforms or search engines play a major role in society –

The  Digital Se rvice s  Act impose s  diffe re nt obligations on inte rme diary se rvice s ,  de pe nding on the ir s ize , mode  of ope ration and importance . The  most s ignificant obligations apply to

ve ry large  online  platforms and se arch e ngine s  (VLOPs = Ve ry Large  Online  Platforms, VLOSEs = Ve ry Large  Online  Se arch Engine s). 

An online  platform or online  se arch e ngine  is  conside re d ve ry large  if it has  at le ast 45 million active  se rvice  re cipie nts  pe r month in the  EU (10% of the  EU's  450 million inhabitants).

Due  to the ir large  use r base , the se  online  platforms and se arch e ngine s  have  a particularly s ignificant role  in public discourse  and busine ss .

The  Europe an Commission maintains  an up-to-date  lis t of ve ry large  online  platforms and se arch e ngine s . In 2023, some  of the  name d VLOSEs include  Google  and Microsoft se arch

e ngine s, while  many familiar platforms such as  Face book, Instagram, TikTok, Twitte r,  Snapchat,  Linke dIn, and YouTube  are  ide ntifie d as  VLOPs. On the  e -comme rce  s ide , Apple  and

Google 's  app store s  are  name d as  VLOPs, as  are  Amazon, Alibaba, Booking.com, and Zalando.

Example

4REELZ is a fictional online platform, but it is not very large. By contrast, Beta and its fictional social media service MyBeta are examples of a very large online

platform. The search engine BetaSearch is an example of a potentially very large search engine.

https://digital-strategy.ec.europa.eu/en/policies/dsa-vlops


The Dig ital Markets Act applie s  to core  platform se rvice s  provide d by the  large st companie s , known as  gate ke e pe rs . Core  platform se rvice s  are  such e sse ntial

inte rme diation se rvice s  that the ir use  cannot e asily be  avoide d in the  EU. The  gate ke e pe rs  who administe r the m can, if the y wish, influe nce  social de bate , trade  and

communication. For this  re ason, the ir activitie s  will be  subje ct to stricte r fairne ss  re quire me nts . In practice , core  platform se rvice s  are  also ve ry large  online

platforms or se arch e ngine s , which me ans that the y also have  to comply with obligations unde r the  Digital Se rvice s  Act.

4. Gatekeeper's core platform services, which are of key importance in the EU –

Core  platform se rvice s  are  inte rme diary se rvice s  that have  a ce ntral role  in conne cting diffe re nt use rs . The y are  ve ry large . A core  platform se rvice  has  ove r 45 million e nd-use rs  pe r

month in the  EU. The y also have  ove r 10,000 active  busine ss  use rs  annually in the  EU during the  last financial ye ar. 

The re  are  many type s  of core  digital se rvice s ,  including se arch e ngine s , social me dia se rvice s ,  vide o-sharing platforms, instant me ssaging se rvice s ,  ope rating syste ms, mobile  phone

app store s , cloud se rvice s ,  le arning platforms, or adve rtis ing se rvice s . 

The  provide r of a core  platform se rvice  is  calle d a gate ke e pe r. The  Europe an Commission maintains  an up-to-date  lis t of core  platform se rvice s  and gate ke e pe rs .

Example 

Beta is a fictional example of a gatekeeper. Its core platform services could include its social media online platform, payment service, search engine, and app

store.

Test your knowledge

What kind of digital service is the learning service you use the most? Why is it classified as such?

A transmission service (only data transfer, caching, storage service) 

Online platform 

https://digital-markets-act-cases.ec.europa.eu/gatekeepers
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FAQs: Digital Services Act

1. What is the Digital Services Act?

The Digital Services Act (DSA) is a law that aims to improve user safety in online environments and ensure the responsibility of

intermediary services such as social media services and search engines for the content they transmit, store, or disseminate. It defines

obligations for different intermediary service providers, including transparency in policies and content moderation.

2. How do I know which services the Digital Services Act applies to? 

The Digital Services Act applies to intermediary services, online platforms and very large online platforms and search engines. The

act imposes different levels of obligations on different types of intermediary services. The heaviest obligations are imposed on very

large online platforms and search engines.

3. What is an intermediary service? 

An intermediary service is a digital service that transfers information, content or commerce between individuals and businesses. It has

three subcategories of services: 

1. Basic information and content transfer, which is the basis of all digital services. 

2. Caching, or the automatic, temporary and short-term storage of data, which is crucial for large online services to ensure

smooth and efficient data transfer. 

3. Storing and retaining user data, which includes cloud services for photos or various website services and web hosting, allowing

individuals to establish and manage their own blogs or business websites.

4. What is an online platform?

An online platform is a digital service that distributes user content to a wide audience and provides people with a meeting place,

such as social media platforms or app stores.

Very large online platform or search engine 

Gatekeeper's core platform service 



1. What is the Digital Services Act?

5. What is a very large online platform or search engine?

Very large online platforms or search engines are socially important digital services subject to the most important obligations under

the Digital Services Act. Examples include Google and Microsoft, as well as platforms like Facebook, Instagram, TikTok, Twitter,

Snapchat, LinkedIn, and YouTube. On the e-commerce side, Apple and Google's app stores, as well as Amazon, Alibaba,

Booking.com, and Zalando, are included in the list.

6. How do I know what content is legal and illegal? 

The Digital Services Act distinguishes between legal and illegal content. Illegal content is not an entirely straightforward concept but

is determined by EU regulations and member state rules. In other words, what is illegal content in Finland may be legal in another

member state. The Digital Services Act does not address the definition of illegal content as such, but imposes obligations on

intermediary service providers on how to deal with content that is illegal, poses a social risk, or violates the terms of service.

7. What should I do if I want to report illegal content? 

All storage services like cloud services, website platforms and social media service, must have notification and action procedures for

handling illegal content. The procedures must be user-friendly and simple. The storage service provider must promptly inform the

complainant of the outcome of the complaint and also inform them of the possibility to appeal the decision.

8. What should I do if an intermediary service restricts my content?

All intermediary services must explain why they have restricted a user’s content or their ability to use the service. Intermediary

services must explain whether the reason is due to illegal content or a violation of the terms of service. The storage service provider

must inform the user about how to appeal the decision.

9. What should I do if I want to appeal a decision made by the service? 

Online platforms must have an internal system for handling complaints. The system may be entirely new or an adaptation of an

existing one, as long as it is accessible and user-friendly.

10. What should I do if I am not satisfied with the outcome of my complaint, despite appealing? 

The decision of online platforms can be challenged in out-of-court dispute resolution procedure, which must be clearly and user-

friendly communicated by the online platform. The out-of-court dispute resolution body is certified by the national digital service

coordinator, and although it does not issue binding decisions, it requires both parties to come to the table and is a reachable option

for the user due to low or no costs.

11. What if I can’t make a report of illegal content myself – can someone else represent me? 



1. What is the Digital Services Act?

A non-profit body, organization or association that is established in a member state and committed to monitoring compliance with

the Digital Services Act can represent another user in right to report illegal content and appeal the outcome.

12. Can I make a report of the intermediary service provider?

In situations where the provider has breached its obligations or compensation for damage is sought, a complaint can be made about

the online platform to the digital services coordinator of your member state. The digital services coordinator of your member state

will forward the complaint to the coordinator responsible for monitoring the online platform.

13. What should I do if I want to be a trusted flagger? 

Each member state's digital services coordinator will grant the status of trusted flagger upon application. The applicant must be,

among other things, an expert in illegal content, independent of online platforms, and make notifications carefully, accurately, and

objectively. The trusted flagger monitors online platforms and reports to the digital services coordinator at least once a year.

14. How should digital services prevent illegal content? 

Very large online platforms or search engines must conduct a risk analysis of their services and commit to reducing those risks.

These digital services can consult experts and representatives of organisations in addition to the Commission and digital services

coordinators when making risk analyses and commitments.

15. What will happen to advertising? 

Online platforms can no longer target advertising to minors or based on sensitive personal data. Online platforms must also inform

users when they are targeted by advertising, who paid for the advertisement, what content is sponsored, and when influencers

publish commercial collaborations. Very large online platforms or search engines must also maintain an advertising register that

allows researchers, organisations, and authorities to investigate ad targeting.

16. What new data will be available to researchers under the Digital Services Act? 

1. All intermediary services must publish annual reports on content moderation. 

2. Online platforms must also provide additional information in their annual reports, such as on the number of disputes resolved

out of court and their outcome, service interruptions and their causes, and the use of automated methods in moderation and

accuracy information. 

3. Online platforms must publish data on their EU user numbers every six months. 

4. Very large online platforms or search engines must maintain a public advertising register. 

5. Very large online platforms or search engines must provide researchers approved by the digital services coordinator with access

to data for research purposes. 

6. Very large online platforms or search engines must also publish an annual report on their risk analysis, risk reduction

measures, audit report, and implementation report.



13. What should I do if I want to be a trusted flagger? 

17. Who can I contact in case of problems?

Each intermediary service must have a centralised contact point that communicates with users, national authorities and EU

 authorities.

18. Does the Digital Services Act apply only to the largest intermediary service providers? What are the

obligations for small and medium-sized enterprises (SMEs)? 

The Digital Services Act imposes cumulative obligations on different intermediary services, with the most significant obligations

applying to very large online platforms or search engines. Micro and small enterprises that provide online platforms are exempt

from some obligations:

1. Internal complaints system

2. Out-of-court dispute resolution

3. Trusted flaggers

4. Measures against abuse and protection against abuse

5. Reporting obligations for online platform providers, except for information on monthly users at the request of the digital

services coordinator or the Commission

6. Design and organisation of application programming interfaces

7. Advertising on online platforms

8. Transparency of recommendation systems

9. Protection of minors online

10. Obligations of marketplaces

19. Who monitors the enforcement of the Digital Services Act? 

The enforcement of the Digital Services Act is shared between the European Commission and member states. 

1. The European Commission is responsible for overseeing very large online platforms and search engines and can impose

sanctions for violations. 

2. Member states are responsible for other types of intermediary services. Each member state must appoint a digital services

coordinator or national regulatory authority to oversee companies based in that member state by 17 February 2024.

20. What are the powers of the digital services coordinator? 

National digital services coordinators have many key tasks, including:



13. What should I do if I want to be a trusted flagger? 

1. Granting access to data to researchers

2. Granting trusted flagger status

3. Certifying out-of-court dispute resolution bodies

4. Handling complaints against intermediary service providers

21. What is the European Board for Digital Services? 

The European Board for Digital Services is an independent advisory group of member state digital services coordinators and the

Commission, with each member state having one vote. The board can invite experts and observers to its meetings and collaborate

with external experts.

FAQs: Digital Markets Act

1. What is the Digital Markets Act? 

The Digital Markets Act (DMA) is a regulation that gives the Commission entirely new powers to intervene in the operations of the

largest companies providing intermediary services, known as gatekeepers. It lists several prohibitions and requirements that

gatekeepers must meet if they aim to operate in the EU's internal market.

2. Which companies are affected by the Digital Markets Act? 

The Digital Markets Act applies to large companies that are "gatekeepers" between business users and end-users. Secondly, they

provide core platform services in at least three Member States. Core platform services cover a long list of different services, such as

search engines, social media services, video-sharing platforms, instant messaging services, operating systems, smartphone app stores,

cloud services, learning platforms or advertising services. Thirdly, their market position is significant and lasting. The Commission

will name these companies by 6 September 2023.

3. What does the Digital Markets Act require of gatekeepers? 

1. Some rules apply to all core platform services, including:

a. Gatekeepers may not combine personal data from core platform services and other services without the user's consent.

b. Gatekeepers may not use any data that is not publicly available to  compete with business users.

c. Gatekeepers must enable end-users to transfer their data to other services free of charge.

2. Other rules apply only to certain core platform services and are more open to detailed definition, for example in the case of an

operating system, software app, virtual assistant, web browser, search engine, social media service, non-number dependent



1. What is the Digital Markets Act? 

interpersonal communication services.

4. Who will oversee the enforcement of the Digital Markets Act?

The enforcement of the Digital Markets Act belongs to the European Commission. The Commission will name gatekeepers and may

request information from them, conduct interviews, conduct on-site inspections and impose measures.

5. What is the Digital Markets Advisory Committee? 

The Digital Markets Advisory Committee assists the Commission and provides opinions on the Commission's decisions. Each

Member State is represented in the committee.

Fe e d b a c k a n d  c e r t i f i c a t e



Cong ratulations! You have  comple te d the  course  and may now download the  ce rtificate . Ple ase  give  us  fe e dback on the  course 's  conte nt and le arning solutions. You

can also re fle ct and asse ss  your le arning while  you answe r the  que stions. 

Give feedback

FEEDBACK

Here's how you get the certificate

If you are  not working for the  gove rnme nt, you can download the  ce rtificate  be low. Fill in the  form, and we  will se nd you the  ce rtificate  by e mail. Note  that you should

do this  imme diate ly to ge t the  ce rtificate . 

Download certificate

CERTIFICATE

Working for the government or state administration? Here's how you get

the certificate

If you are  working for the  gove rnme nt or state  administration, you can mark the  course  comple te d and download the  ce rtificate  in e Oppiva Moodle . The  course  is  only

marke d comple te  if you log in to Moodle  using your Virtu or e Oppiva use rname . 

The course key is data economy

Go to Moodle

EOPPIVA MOODLE

Theme 6 of 6

Feedback and certificate

https://zef.fi/s/5ghb1lxa/
https://www.eoppiva.fi/koulutussuoritus?course_id=155111
https://www.eoppiva.fi/ukk/eoppivan-kayttajaorganisaatiot/
https://lms.eoppiva.fi/course/view.php?id=3152


You can also share the certificate in social media!

What's next? 

Inspire by your own example 

Motivate others 

Challenge a colleague to participate in training 

Network with other learners 

Have open discussions about what you have learned 

Share knowledge in your workplace

Working group

Meeri Toivanen, expert, Sitra

Tarmo Toikkanen, senior expert, Sitra

Thank you for your participation! 



Samuel Wrigley, postdoctoral researcher, University of Helsinki

Tone Knapstad, PhD researcher, University of Helsinki 

Production: eOppiva 2023

http://www.eoppiva.fi/

